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1. Ha3HauvyeHue

YnuuHeln ynpasnsembin (L2+) PoE kommytatop Ha 6 noptoB SW-
80402/WL npegHasHayeH Ans obbeauHEeHUst CETEBbLIX YCTPOWCTB, 3anuUTbiBaHUS
ux no TexHonormm PoE ¥ nepepauvM OaHHbIX MeXOy HUMUM B YCIOBMSX
3KCnnyataumMm BHe nomeLleHnin. B ocHoBe yCTpoMCTBa nexar BbICOKOHAaAEXHbIe
KOMIMIEKTYIOLLME C pacLUMPEHHbIM Anana3oHoM Temneparyp.

YNnyHbln  KOMMYyTaTop OcHaweH 6 noptamn Gigabit Ethernet
(10/100/1000Base-T) ¢ PoE (cootBetctBytoT ctaHgaptam |EEE 802.3af/at n
aBTOMaTUYECKN ONpenensaT nogkniovaemole PoE-ycTpoictea), a tarke 2-ms
Gigabit Ethernet SFP-cnotamu (1000Base-FX).

K kaxxgomy wm3 4 OCHOBHbIX MOPTOB YMMYHOMO KOMMYyTaropa MOXHO
noakniodate PoE-ycTtporctBa MowHocTeio Ao 30 Bt (obwas BbixogHas
MoLHocTb o 120 BT).

B ynu4yHom KomMmyTaTOpe npefycMoTpeHa yHKUUSA NPOBEPKK cTaTyca
nogknoyeHHoro PoE yctponctea (PD Alive). [laHHas dyHKUMA akTUBUPYETCS
yepes WEB uHTepdenc v nossonseTr AnarHoCTUpoBaTb B aBTOMaTUYECKOM
pexume «3aBucaHue» nogkniyeHHblx POE ycTponctB v nepesarpyxatb UX
nyrem nepenogayvm PoE nutaHus.

YnuyHbIn koMMyTaTop rmMbko HacTpamBaetcs vyepe3s WEB-nHtepdeiic
N UMeeT MHOXeCTBO (pyHKuun L2+ ypoBHsi, Takux kak VLAN, IGMP snooping,
QoS un agp.

Kpome TOro ynu4Hbin KOMMyTaTtop nopaepXuBaeT aBTOMaTUYecKoe
onpenenexHne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax - pacnosHaeT Tun
NOAKMNIYEHHOr0 CEeTEBOr0 YCTPOWCTBA W MpuM  HeobXoaMMOCTU MEeHSsieT
KOHTaKTbl Nepeaayv gaHHbIX, 4TO NO3BOSAET UCMONb30BaTh kabenu, obxartble
nobbIM cnocobom (KpoccoBble U NPsIMbIE).

Beog kabenei BHYTpb YMMYHOMO KOMMYTaTtopa OCYLLECTBIAETCS
Yyepe3 repmMoBBOAblI UCKMOYas nonagaHwe Brarm B Bokc (knacc 3awuTtbl —
IP66). Kopnyc ynuyHOro koMmyTaTopa W3roToBneH K3 nonukapboHata c
BbICOKOW YCTOMYMBOCTbLIO COMTHEYHbBIM NyYyam.

YnvuHein kommytatop SW-80402/WL ocHaweH onTnyeckuM KpocCoMm
AN yaobHOro nogkmoyeHns onToBONTIOKOHHOrO kabens.

YnnyHbin kommyTtaTtop SW-80402/WL pekomeHayeTCcs MCNOSb30BaTh,
ecnu ectb HeobxoamMmocTb 06beANHUTL HECKONbKO CeTeBbiX yCTpoucTs (IP-
kamepbl, IP-TenedoHbl M Np.) B OAHY ceTb M nepefatb K HUM MUTaHUE no
kabento suton napel (POE) B ycrnioBusax akcnnyatauum BHE NOMELLEHWM.



2. Komnnekrauus

1. YnuyHein kommyTtaTop SW-80402/WL — 1wr;

2. Habop repmosBoaoB — 1WT;

3. MNMurrenn ogHomoposbin SM SC/UPC - 2wr;

4. Kpocc ontuyeckun — 1w,

5. MMnb3a ana 3awmTtel cBapHoro ctbika (KA3C) — 2 wr
6. KpaTkoe pykoBoaCcTBO no akcnnyataumm — 1wr;

7. MacnopT — 1wr.

8. Ynakoska — 1wrT;

3. OcobeHHOCTU OOOpYyAOBaHUA

e YNuYHOE MUCMONHEHNe — NpeaHa3HayeH ans opraHMsaunm cetu B
YyCNoBuAX aKCnyaTauum BHe nomeLueHun (knacc 3awmTtsl |IP66);

e PacwwupeHHbI guanasoH paboynx Temnepartyp: -40... +50 °C;

e [po3o3awmTa MegHbIX NOPTOB;

e YnpasneHue yepe3 WEB unHTepdeiic;

e [logoepxka dpyHkuun L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

e [logaepxka KONbLEBOW TOMNOMOrMN NOAKMIOYEHUS;

e PD Alive — doyHKUMA NS aBTOMATUYECKOW OUAarHOCTUKA U
nepesarpysku 3asucwmx PoE yctponcTs;

e OnTnyeckui Kpocc aAnsA yaobctea nogknioYeHns OnTOBONOKOHHOMO
kabens.



4. BHewHM BUO M ONUCAHUE INIEMEHTOB

4.1 BHewHuU BUA

Puc.1 YnuuHein kommytatop SW-80402/WL, BHELWWHNI BUL CHAPYXU

Puc. 2 Ynunynbin kommyTtatop SW-80402/WL, BHELLHWIA BUL, BHYTPU



4.2 OnucaHume Pa3beMOB U UHOMKATOPORB YJINHHOIO KOMMYTATOPA
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Puc.3 YnuyHein kommytatop SW-80402/WL, pasbembl, KHOMKA U MHAUKATOPbI

Tab. 1 YnuyHbin kommytaTtop SW-80402/WL, HasHayeHne BHYTPEHHNX
3MNEeMEHTOB

Ne

Ha3HaueHue
n/n

KHonka ans cbpoca HacTpoeK yrnMYHOro KOMMyTaTopa K 3aBOACKMM.
1 | Heobxogumo npogomkuTenbHoe HaxaTtue ~3 Cek Npu BKIIKOYEHHOM
MUTaHUW.

SFP-cnot (Ne1) onsa noaknoveHus ynm4yHoro kKommyratopa K
2 | onTnyeckom nNMHUKM cBs3mn Ha ckopocTn 1000 M6uT/c ncnonbsys SFP-
moaynu 1,25 out/c (npuobpeTtatoTcsa oTAeNbHO).

SFP-cnot (Ne2) ans noaknoyeHust ynmyHoro Kommyraropa K
3 | onTrMyeckon nuHUK cBsasn Ha ckopoct 1000 MéuT/c ncnonssysa SFP-
moaynu 1,25 out/c (npuobpeTtatoTcsa oTAeNbHO).

Pasbembl RJ-45 ¢ 1 no 411 ana noaknioyYeHust ceTeBbIX YCTPOWCTB Ha
ckopoctu 10/100/1000 MBuT/C 1 3anuTbiBaHUS UX No TexHonoru PoE.
LED-nHgukaTtopsl Ethernet n PoE

CopuT xenTbiM — nogkntoveHo PoE yctponcteo. Muraet —
notpebnenune PoE cnuwwkom BbICOKO.

opuT/Muraet 3eneHsIM — UOET Nepeaada AaHHbIX.

Pasbem RJ-45 ans nogknioyeHus ynuyHoro kommyrtatopa k COM
5 | nopty. [No3BonseT 3arpyxaTb B YNUYHbIA KOMMYTaTOp NPOLLUMBKY B
crny4yae aBapunMHOW cUTyauunn

6 | LED-nHgukatop nogknoyveHusa pesepsHoro bl (He ncnonbayetcs)




Ne HasHayeHune

LED-nHankaTop nogknioveHuss ocHosHoro bl
7 ["opuT 3eneHbIM — NUTaHne noaaeTcs.
He roput — nutaHue Ha BXxoae OTCYTCTBYET.

LED vHaukaTop paboTbl KOMMyTaTopa.

Mwuraet — paboTta B LUTAaTHOM peEXUME;

CopuT — aBapuiHasa cutyaums (3aBMcaHme KoMmMyTaTopa);
BbICTPO MUraeT — uaeT 3arpy3ka NpOoLLUNBKW.

5. YcTtaHOBKa U noagkno4vyeHue
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Puc. 4 MNogknioveHne ynudHoro kommytaTtopa SW-80402/WL

MopkntoveHne ynuyHoro kommyTtatopa SW-80402/WL ocyLuecTBNAOTCS B
crneayoLlen nocnenoBaTenbHOCTU:

1. lNpoaeHbTe kabenu BUTOW Napbl 4Yepe3 COOTBETCTBYHOLUME OTBEPCTUSA
repMoBBOAOB (4) cCHapyXu BHYTpb 6okca (puc.4).



2. OboxmuTe KOHUbI Kabenew C BHYTPEHHEN CTOpOHbI Gokca pasbemamu
RJ45 (puc. 5)

RJ45 Pin#

BEA0—HODUYHERBI
HKOpUYHERERI11

| | | Seso—opaxxetsn| 1
| | opaHxeRn| 2
Bedo—seaeHel | 3
[— cuHu| 4
Eeao—cuHul| §
— seaeHel | B
7
1 8

Puc. 5 Obxu1mka kabensa Buton napsl pasbemamun RJ-45

3. MNogkniounte obxaTble pasbemamu RJ-45 kabenu Kk kommyTtaTtopy (5) u
3aTaHuTe repmoBBodbl (4). Ona obecneveHns 3awwmTbl OT MPOHUKHOBEHUSA
BNarM BHYTPb Kopnyca, kabenu [OomkHbl ObiTb MNIOTHO YKPEnneHbl B
repmoBBOAaXx.

4. AHanorn4yHo NyHKTy 1 npoTsiHuTe Kabenb nutaHus ot cetu AC 100-240V /
50 Ny BHYTPb Kopnyca 4epe3 cooTBeTcTByOWMA repmoseog (3) (D 4-8mm),

noakniounTe kabenb nUTaHus Kk koHTaktam L (caza) u N (Honb) u = (1).
3aTaHuTe repmoBBof.

5. 3aunctute onNTOBOMOKOHHLIE Kabenu Ha gnuHy 25-30 cm, NponycTuTe UX B
OTBEpPCTUS repmMoBBOAOB (4), 3aTsaHUTe pe3bby repMoBBOAOB TaK, 4TOObI
Kabenb XecTKo (PMKCUPOBArCs B 3aXXMMe repMoBBOAAX.

6. Cobniofas Bce TpeboBaHUA TEXHONOMMU CBapKN ONTOBOSIOKOHHOMO Kabens,
npuBapuTe nUrTennbl (MMeeTcss B KOMMIIEKTE) K  OMTOBONOKOHHBLIM Xunam
kabensi. Ynoxute onTOBOMOKOHHbIN Kabenb B Na3sbl ONTUYECKOro Kpocca (2),
cnepsa 3a TeM, 4Tobbl AnameTp Konbua He 6bin meHee 60 mm. lMogkntouute
pa3bembl nurrednoB Kk SFP moaynsam (He BXOOAT B KOMMMAEKT MOCTaBKW)
YCTaHOBIEHHbIM npeaBaputensHo B SFP  pasbembl kommyTtatopa (5).
3aKponTe KpbILLKY ONTUYECKOro kpocca (2).

7. MNomecTuTe repMeTU3NPYIOLLYI0 PEe3NHKY M3 KOMMNSeKTa NocTaBku B nas no
nepuMeTpy KpbIWKW NracTUKOBOro Ookca, M3ObITOYHY ANUHY OTpexbTe.
AKKYpaTHO 3aKpOWTe KpbILWKY, 3aTaHUTe ee 4-MS BUHTaMW M3 KOMMSeKTa
MOCTaBKMW. YNNYHbIA KOMMYTaTOP FOTOB K 9KCMyaTauun.
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Puc.6 Tunoeas cxema nogknoveHus ynuyHoro kommytatopa SW-80402/WL

& -—
N | e LCatSe|

v ‘f @ L W)Heaoﬁ KOMMyTaTOp
Yasnessmil W D B CEepBepHON :

l Cat 5e L—: | Cat 5e
= wnqmo PoE [
Tonanorvs KanbLO
oS ( oe®

PoE
Kamepa

PoE
Kamepa

Puc. 7 cxema nogknoveHus ynmyHoro kommytatopa SW-80402/ WL B
TOMOSIOrUKN «KOSbLIOY»
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6. MNMpoBepka paboTOCNOCOOHOCTU CUCTEMDI

[Nocne noakntoyeHust kabernen K pasbémMam 1 Noaayun NUTaHUs MOXHO ybeauTbes
B paboTOCNOCOOHOCTM YNIMYHOIO KOMMYTaTopa.

Mogknounte ynu4yHbin KoMmyTaTop Mmexay Aeyms K ¢ nasectHeimu |P-
agpecamu, pacnonaralowymMmmca B ogHou nopacetu, Hanpumep, 192.168.1.1 u
192.168.1.2.(cm. Takke N.8.4 HACTOSILLEro AOKYMEHTA).

Ha nepsom komnbiotepe (192.168.1.2) 3anyctute KOMaHOHYKO CTPOKY
(BbINONHMTE KOMaHAy cmd) 1 B NOSIBUBLLIEMCH OKHE BBEeAUTE KOMaHay:

ping 192.168.1.1
Ecnun Bce nogkntoyeHo npaBuibHO, Ha 9KpaHe MOHMTOpa OoTobpasnTcs OTBET OT
BTOpOro komnbtotepa (Puc. 8). 310 cBugetenscTeyeT 06 MCNPaBHOCTU YITUYHOIO
KoMMyTaTopa.

C:AWINNT Y System 32 command.com

Puc. 8 [laHHble, oToBpaxatoLlmecs Ha akpaHe MOHUTOpa, nocne
ncnonb3oBaHua KomaHabl Ping.

Ecnn oTtBeT ping He nonydyeH («Bpems 3anpoca wucTekno»), TO
crnenyeT NpoBepuTb CoOeaNHUTENbHBLIN Kabenb U IP-anpeca KOMNBIOTEPOB.
Ecnu He Bce nakeTbl 6biny NPUHATLI, 3TO MOXET CBUAETENLCTBOBATD:
- 0 HU3KOM KavecTBe Kabens;
- 0 HEWCNpPaBHOCTM KOMMYTaTOpPa;
- 0 NnoMexax B NMUHUMN.

NMpumeyanme:

[MpUYMHbLI NOTEPU B ONTUYECKOWN NIMHUN MOTYT ObITb BbI3BaHbI:
- HeucnpaBHocTbio SFP-moaynen;

- narnbamm kabens;

- BOMbLUMM KONMUYECTBOM Y3I10B CBapKU;

- HEUCNPABHOCTLH UMW HEOQHOPOAHOCTLIO ONTOBOJIOKHA.

12



7. MNMoaroToBKa nepep yrnpasrieHUEM KOMMYTaTOpPOM
yepe3 WEB.

3pecb Oyger nokasaHa [fetanbHad HacTtpowka cetv ansa K nopg
ynpasneHnem Windows 8 (noxoxui nHtepdenc y Windows7 n Windows Vista).

1. Ortkponte «LleHTp ynpaBneHusi cetamu n obwmm gocrynom» (Network

and Sharing in Control Panel) n Haxmute «M3meHeHne napameTpoB
apantepa» (Change adapter setting) kak Ha pycyHKe HUXe.

4 |58 « Network and Intemet + Network and Sharing Center v G

View your basic network information and set up connections
Control Panel Home

View your active networks

I Change adapter settings I

Change advanced sharing Unidentified network Access type: No network access
settings Public network Connections: [ Ethernet

Change your networking settings
See also
| Set up a new connection or network

Bonjour Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

HomeGroup
Internet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

2. B nosasuBwemca okHe «CeteBble nogknodeHus»  (Network
Connections) oTobGpaxeHbl Bce ceTeBble NOAKMNIYEHUs, OOCTYMHbIe
Bawemy (K. Coenante ABOMHOW KNMK Ha MOAKMIOYEHUN, KOTOPOE Bbl
ncrnono3yete aAns cetu Ethernet

T @« Network and Internet » MNetwork Connections [} | Search Network Connections p -]

Organize v %: - O @

™ | Bluetooth Network Connection ™| | FEthernet ™ | VirtualBox Host-Only Network
Not connected _ Unidentified network Disabled
C 4

% @ Bluctooth Device (Personal Area .. @ Qualcomm Atheros ARBIT1/3175 .. VirtualBox Host-Only Ethernet Ad...

™| VPN Connection — Wi-Fi
Disconnected Not connected
WAN Miniport (IKEvZ) x -d Qualcomm Atheros AR3485WB-E...

13



3. B noseuBliemcs okHe «CoctosHue - MNoaknioyeHne no nokanbHom cetTu»

(Ethernet Status) Haxmute kHOnKy «CsonctBay (Properties) kak
noKasaHo HWKe.

General

Connection
IPv4 Connectivity: No network access

IPv6 Connectivity: No network access
Media State: Enabled

Duration: 00:03:17

Speed: 1.0 Gbps

4. B nosiBuBLLUEMCA OKHe «[loaknioyeHre no nokansHom cetn — CBoncTBa»

caenaite [OBOMHOW KWK Ha «NpOTOKON uHTepHeTta Bepcun IP V4
(TCP/IPv4)» kak nokasaHO Huxe

Networking | Sharing

Connect using:

gf Qualcomm Atheros AR8171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

Bl QoS Packet Scheduler ~
[] - Microsoft Network Adapter Multiplexor Protocol
-4 Microsoft LLDP Protocol Driver

- Link-Layer Topology Discovery Mapper |/ Driver

-4 Link-Layer Topology Discovery Responder

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

14



6. B nossuBLemca okHe «[1poTokon nHtepHeTta sepcuun IP V4 (TCP/IPv4)»

ckoHpurypupymte |IP agpec Bawero K 1 Macky nogceTu Kak nokasaHo
HWKe

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

(O Obtain an IP address automatically

(® Use the following IP address:
IP address: 192 .168 . 2 , 33

Subnet mask: 255 . 255 ,255 , 0 J
Default gateway: : . 2
-'i!‘ Obtain DNS server address automatically

(@) Use the following DNS server addresses:
Preferred DNS server: a8 .

Alternate DNS server:

[[] validate settings upon exit

Mo ymonyanuio IP agpec kommyTtatopa 192.168.2.1 Bbl moxeTe 3agath
mobon IP apgpec B none «IP apgpecy», B TOoM e noacetn 4to u IP agpec
kommyTaTtopa. Haxkmute kHonky OK, 4TOGbl COXpaHUTb M NPUMEHUTL HACTPOMKM.

Tenepb Bbl MOXETe UCMONbL30BaTh N0boW bGpaysep Ons BXoda B MEHK
HacTpoek kommyTaTopa. Login: Admin Password: System

15



8. YnpaBneHue yepe3 WEB uHTepcenc.
8.1 OcHOBHbIE cBeAeHUA

WEB unHTepgenc kommyTaTopa npefcraBreH Ha PUCYHKE HUXKe:

OSNOV

cable ission

Link peed Adv Duplex Flow Control Maximum Excessive Frame
Current Configured Fdx 1G Enable CurrRx Curr Tx Frame Size Collision Mode Length Check

L< v ] 0 600 o 0

i .| @ Dom Auto ~| a o %600 Discard v [=]

| 2 f 7 N @ 0D [an ~ O ¢ 600 Discard v =

3 N = 4 ® Dom (A ~| O X x| se00) [ Drscard v o

| # =— @ o (e v 8 a | X 5600 [Discard v 0

0 Ce 5 | | @ ODomn Auto v| o w500 =
L8| | @ Down  [Aso v d % [ w0 o

BuayansHo WEB mHTepdenc coctout us 3 yacten:

Yacte 1* | MHomkaTopbl nopToB, BKAtoYas POE cTtaTyc 1 cTaTyc CoOequHEHMS.
(Part 1) | Boibop si3bika. [JOKyMeEHT cripaBKu.

Yactb 2 | OcHOBHOWM UHTEpeNc, rae 4OCTYMNHbl HACTPOMKN U oToBpaXkaeTcs
(Part2) | ctatuctuka no TeM WUnv MHLIM NapamMeTpam.

UacTs 3 'maBHoe meHo WEB uHTepdenca. CoaepxXut nepedeHb
(Part) | PPCTYTIHEIX HABTPOSK, PSAWMOR, WHOTPYMSHTAR Aiid MOHITOpUHTa
CETU, a TaKkKe MHCTPYMEHTOB AN 0b6Ccny>XKMBaHMs KoMMmyTaTopa.

*

WEB wuHTepcenic oTobOpaxaeT cxemy BCEX TMOpPTOB KOMMYTaTopa.
PasnuyHble uBeTa Ha cxeme 03HavaroT, YTo NopT/MOPThl HAXOAATCH B TOM UNA
WHOM COCTOSHUM.

J CkopocTtb nopta 100M6uT/c — CkopocTtb nopta 1000 Méut/c - Het coeguHeHus
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8.2 NnaBHoe meHo WEB unHTepdenca

C nomowpbio BCTpoeHHoro B kommyTtatop WEB wHTepdeinca Bobl
MoXeTe rmMbko HacTpamBaTb CUCTEMHble MapaMeTpbl, CKOPOCTb MNOPTOB,
OTCrNeXmnBaTb COCTOAHWE CETU U MHOroe ApYyroe.

Bce WMHCTpyMeHTbl M HacTporku cobpaHbl B rpynnbl U NoArpynnbi.
OcHoBHbIX rpynn 9:

Information&Status (O6was nHpopmauus u cratyc) — nonb3oBartenu MoryT
npoBeputb 06LWYyl0 UWHPOPMaLUIO O KOMMYyTaTope, CTaTyc, Kak Aonro
KOMMYTaTOp HaxoauTCs BKIOYEHHbBIM U TA.

Network Admin (HacTtpouka ceTeBbix NnapameTpoB U agMUHUCTPUPOBaHUE) —
nonb3oBaTtenn MOryT MPOBEPUTb M HACTPOUTbL NapamMeTpbl, OTHOCALLMECH K
ceTu B JaHHOM NyHKTe rnasHoro meHio WEB vHTepdeinca kommyTtaTopa.

Port Configure (KoHturypupoBaHue noptoB KOMMyTaTopa) — nonb3oBaTenu
MOrYT MPOBEPUTb U HACTPOUTb OnpederieHHbIe napaMmeTpbl NOPTOB B AAHHOM
nyHkTe rmasHoro meHio WEB vHTepdenca kommyTtartopa.

PoE - nonb3oBatenu MoOryt npoBepUTb W HACTPOUTbL oOnpeaerieHHble
napameTpol POE ans noptoB B AaHHOM nyHKTe rnasHoro meHwo WEB
WHTepdpenca kKommyTaTopa.

Advanced Configure (PacwupeHHble HacTpoMKu) — nonb3oBaTenu MoryT
NPOBEPUTL U HAcTpouTb L2 1 L2+ pyHKUMM KOMMYyTaTOpa B JAaHHOM MYHKTe
rnaBHoro meHwo WEB nHTepdeica.

Security Configure (HacTtponku 6e3onacHocTW) — nonb3oBaTenu MoryT
NPOBEPUTL W HACTPOUTbL MNapameTpbl Ge3onacHocTM Ans KoMMmyTaTtopa B
AaHHOM nyHKTe rnasHoro meHto WEB nHtepdelica.

QoS (YnpaBneHue ouepeasmMu) — Mornb3oBaTeNnn MOryT TMPOBEPUTL W
HacTpOUTb NapaMeTpbl pexuma ynpasreHus odepegamum QoS B [OaHHOM
nyHkTe rnasHoro meHto WEB uHTepdeiica.

Diagnostics (MIHCTpyMeHTbl AnA AWarHOCTUKW) — Monb3oBaTenu Moryr
BOCMOMb30BaTbCA MHCTPYMEHTaMu Ana guarHocTnkm cetu (Ping), AnarHocTuku
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kabensa, a Taike nposepuTb 3arpy3ky CPU kommyTaTtopa B OaHHOM MyHKTe
rnasHoro meHto WEB unHTepdeiica.

Maintenance (O6cnyxuBaHue) — nonb3oBaTtenn MOryT BOCMNOSb30BaTbCA
WHCTPYMEHTaMM obcnyxmBaHua komMmyTatopa (cbpoc K  3aBOOCKUAM
HacTporMkam, OOHOBMEeHWe TMpOLUMBKKW, 3arpy3ka WM COXpaHeHWe TeKyLlen
KOH(purypauum, nepesarpyska KOMMyTaTopa) B AaHHOM MYHKTE [MaBHOMO
meHto WEB uHTepdenica.

8.3 Network Admin (HacTpouka ceTeBbIX NnapamMmeTpoB U
aAMUHUCTPUPOBaHNE)

8.3.1 IP Configuration (Hactpownka IP agpeca)

lNpumeyaHue: IP adpec kommymamopa rno ymondaHuto 192.168.2.1 Macka
rnodcemu o ymonyaHuro 255.255.255.0(24)

Boibepute nogpasgen rnaeBHoro meHto WEB wuHTepdenica kommyTtaTtopa:
Network Admin > IP

Vinformation & Status IP Configuration
¥ Network Admin
=P
«SNTP IP Interfaces
PSNMP

e O 1 g o] o262 | [«
¥pok

» Advanced Configure [__Add Interface |

» Security Configure

Port Name | OtobpaxaeT cucteMHoe ums nopra

VLAN VLAN gnsa gocrtyna K ynpasieHno KOMMYTaTOpoM

- Ecnu BKkoveHo, aTo o3Ha4vaeT, 4to nopT VLAN 3anyckaet
IPv4 DHCP knueHT, 4Tobbl AMHaMun4eckn nony4vatb |IPv4
agpeca komMmyTtaTtopa. B npotusHom criyyae oH 6yger
ncnonb3oBaTtb ctatudecknin IP agpec.

IPv4 DHCP | _ Otkar (B cekyHAax) o3Ha4aeT BpeMs oxunaaHus ans
KOMMYyTaTopa A5 nony4yeHus anHamuyeckoro IP agpeca ¢
nomowibo DHCP. 3HaueHne 0 — oTMeHsieT BpeMA OXuaaHUs.
- Tekywasa apeHnga, none otobpaxaet Tekywun IP agpec,
nony4eHHoln ot DHCP
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- Agpec: ctatndeckun |IP agpec, BBeaeHHbIN

nonb3oBaTenem.
IPv4
- InuHa mackun: ctatndeckas |IPv4 macka ansa noaceTw,

BBeEeHHaA Nnornb3oBaTesieM.

HaxmuTte Add Interface, ytobbl 3agaTh HoBble HacTponku ans VLAN m
IP appeca. Haxmute Save, 4ToObl COXpaHUTb HACTPOWKN.

lMpumevanue: [ns ynpaeneHuUss KOMMYmamopoM UCMO/Ib3yemcs
VLANT no ymondaHuro. Ecnu nons3ogamernto Heobxoduma Opyzas VLAN, ons
yrnpaeneHussi  KOMMymamopoMm,  noxarsnytcma  0dobaseme VLAN &
coomeemcmeyruwem meHro WEB uHmepgbelica, a makxe dobasbme rmopm 8
amy VLAN.

8.3.2 SNTP Configuration (HacTtponka npotokona spemeHu SNTP)

SNTP ato akpoHum ot Simple Network Time Protocol — npoTtokon
CUHXPOHM3auuMmM 4YacoB C HacTtpoukamun [1K. Bbl  moxeTe BbibpaTb
onpegeneHHbin SNTP cepep u HacTpouTe GMT BpeMeHHYI0 30HY.

Buibepute nogpasgen rnasHoro meHio WEB uHTepdeiica kommyTaTopa:
Network Admin > SNTP

¥information & Status SNTP Configuration
¥ Network Admin
=P

|Enabled v

PSNMP
+orstog

HaxmuTe Ha Bbinagatollee MmeHto, 4Tobbl Belibpats Enabled
unu Disabled

Enabled (Bkn) — BkntovaeT pexum SNTP. B naHHOM
Mode pexume areHT oTnpaenseT n npuHumaeT SNTP
COOBLLEHNSA MeXaY KITMeHTaMN U cepBepoM, Koraa OHM
HaxoAATCHA He B OAHOW NoAceTw.

Disabled (Bbikn) — oTkno4aeTt pexum SNTP.

Mocne Beoga IP agpeca SNTP cepsepa, SNTP

SNTP Server
MHpopmaLms BygeT nony4eHa ¢ aToro cepeepa.

HaxmuTe Save, 4ToObl COXPaHUTL HACTPOMKM.
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8.3.3 SNMP Configuration (HacTpoika npotokona ynpasneHuss SNMP)

Simple Network Management Protocol (SNMP) 310 npoTokon
NPUKNagHoOro YpoBHSA, KOTOPbLIKM obrneryaeT obMeH MHdopMaunen ynpasreHus
MeXay  CeTeBbIMWU  YCTPOMUCTBaAMM. SNMP  nosBonsieT ceTeBbiM
agMWUHUCTpaTopaMm ynpaenATb MPOU3BOAUTENBHOCTLIO CETWU, HaxoauTb W
pelaTtb Npobrnembl C CETbIO, NNAaHUPOBATL pacLUMpPeHne CETH.

KommytaTtop nopgaepxuBaetr SNMPv1, v2c. PasnunyHble Bepcuu
SNMP ob6ecneunBaloT pasHblili ypoBeHb 0Oe3onacHoOCTM Ons  ynpasBreHus
CTaHUNSIMU U CeTeBbIMU YCTPOUCTBaAMM.

B SNMP v1 wu v2c pgna ayTeHTMdMKauuuM rnonb3oBaTenen
ucrnonb3yetca «Community String». ®PyHKUMOHaAN 3TOM CTPOKM CXOX C
dyHKkunoHanom naponsi. MNpunoxeHne SNMP yaaneHHoro nonb3oBaTtens u
SNMP kommyTaTopa [OfKHbl MWCNOMb30BaTb OOHO W TOXE 3HayeHue
Community String. lMNMaketsl SNMP oT nobbix HeaBTOPU30OBaHHbLIX CaWTOB
OyayT nrHopmpoBaTtbcs (OTOpackiBaTbLCR).

Community String no ymonyaHuio 4ns kKoMmyTtatopa UMeeT 3Ha4YeHue:

1. public — no3gonsaeT ayTeHTU(pUKaALUMIO CTaHUMKU yrpaBneHus ans

yTeHus MIB ob6bekToB.

2. private — nossondAeT ayTeHTMdUKaLUMIO CTaHUMM ynpaBneHusa onga

yTeHusa, 3anmcm U nameHeHuss MIB obbekTos.
Trap

Mcnonb3yeTcsi areHToM Ansi aCUHXPOHHOro uHdopmupoBaHua NMS
(cTaHuma ynpaBneHusl) 0 KakoM-Nnbo cobbiTun. AT cobbiTua Moryt ObiTb
OYEeHb Cepbe3HbIMMK, TakuMM, Kak nepesarpyska (KTo-TO Cry4yarHO BbIKIMHOYNN
KOMMYTaTop), Wnu npocto, obuwas uHdopmauus, Takas Kak W3MeHeHue
cratyca nopta. KkommyTtaTtop cosgaeT uHdopmauuo o nosywke (Trap), a
3aTeM OTnpaBnseT ee nonyyaTteno Wnn agMUHUCTPaTopy ceTu. Tunu4Has
noBylLKa BKNo4aeT B cebs uHgopmaumio o0 owunbkax ayteHTudurKauumu,
ceTeBbIX UBMEHEHUSAX.

MIB

OTO  Konnekumst  ynpaensieMblx OOBLEKTOB, Haxogswuxcs B
BUPTyanbHOM  XpaHWnuLie MHopMaLumK. Konnekunn CBSA3aHHbIX
yrnpaBnseMblx OOBLEKTOB onpefenieHbl B ornpegerieHHbiX moaynax MiB.
KommyTaTtop ucnonb3yeT cTaH4apTHbIA MOAyNb ynpasneHusi uHgopmaumen
MIB-Il. Takum obGpasom, 3HauyeHMe obbekta MIB MoxeT ObiTb MpoOYUTAHO
nobbiM  nNporpaMmMmHbIM - obecrieyeHnem, ynpaesnsembiMm 4yeped SNMP
MPOTOKOI.
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8.3.3.1 SNMP System Configuration (Hactponka SNMP gns cuctemsl)

Bbl MOXeTe BKMIOYNTL UMW BbIKIMIOYUTD OaHHYIO beHKLJ,MIO B pasaerne

Admin>SNMP>System
~ ¥information & Status SNMP System Configuration
| ¥ Network Admin
) Enabled v
= SNTP SHNP vw2c v
\public
private
=Trap
=SysLog [ Save | [ Reset |
Mode BkntoueHue/soiknoveHe SNMP dyHKumm
Version Haxxmnte Ha Bbinagatowiee MeHto, YToObl BbiIOpaTh BEpCuto

npotokona SNMP v2c unu v1

Read [Mo3sBonseT ayTeHTUdUKaUNIO CTaHUuK yrnpasneHnsa ons
Community | yTeHua MIB obbekToB.

Write [Mo3BonseT ayTeHTUdMKaLNIO CTaHUMKU ynpaBneHnsa ans
Community YTeHus, 3anucu n nusmeHenmsa MIB obbekToB

8.3.3.2 SNMP Trap Configuration (Hactpoiika SNMP Trap)

Bbl MOXeTe BKMHOUYUTb UMW BbIKMIOYUTb AaHHYH YHKLUIO U HACTPOUTb
ee B crieaytolwem pasgene

Network Admin>SNMP>Trap
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Yinformation & Status Trap Configuration

| *Network Admin |
e Global Settings
» SNTP
.
= System
Trap Destination Configurations
; [Delete [ Name [ Enable | Version | Destination Address [ Destination Port |
}Port Configure
*PoE [ Add Few Entry |
¥ Advanced Configure
(Save ] [Reset |
* Security Configure

8.3.4 System Log Configuration (HacTponka cucteMHOro xxypHana)

Bbl MOXeTe HacTpOUTb CUCTEMHbBIW XXYpHan KoMMyTaTtopa neperas B HYXKHbIN
pasgen ocHoBHoro meHo WEB mnHTepdenca

Network Admin > Syslog

*information & Status System Log Configuration
| ¥Network Admin
«lP Disabled v
= SNTP 192.168.2.100
PSNMP Info v
= SysLog
»Port Configure Save | | Reset

Server Mode

Bkn/BbIkn oyHKLMIO cucTeMHOro xypHana gna SNMP .
Ecnu BKMoYeHo, KOMMYyTaTOp OTNpaBsAET KONUIo XXypHana
Ha CTOPOHHUW CepBep

Server CepBep, Ha KOTOPbIN OTNPAaBNAETCA KONMUA CUCTEMHOIO
Address XypHana
Info — nHcpopmaums, npeaynpexaeHnst U oLMOKK
Syslog Level | Warning — Tonbko npegynpexaeHus 1 owmbku

Errors — Tonbko owmnbku
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8.4 Port Configure (KoHcpurypuposaHmne noprosB)

8.4.1 Port Configuration (Hactpoika nopToB)

HaHHbin pasgen WEB wuHTepdeinca cooepXUT nepedeHb HacTpoek
ANsi NOPTOB KOMMYyTaTopa.

Port Configure>Ports
 Port Configure
=Ports — i st
Mooregalion = v O 9600 [ v
: 1 @ Down [&uto v X X O 9600) Discard v
» Thetmal Protection 2 @ 100fdx | Auto v X X O 9600/ | Discard v
= Green Ethemet 3 @ Down |Auto v X X O 9600| Discard v

Link

KpacHbIf LBET 03Ha4YaeT, YTO COeaANHEHUS HET. 3eNeHbln —
coefuHeHne ecTb.

Speed

Bbibop ckopocTn n pexunma paboTbl
(Aynnekc/nonygynnekc) Ans nopra

Disabled — nopT oTKnOYEH.

Auto — no3sonsieT NopTy aBToMaTu4eckun BolbnpaTtb
Hanbornee nogxogsawue napaMmeTpbl Ans NOAKITHYEHHOro
yCTpOHUCTBA.

FDX — aynnekc. Mo ymonyaHuio ans ckopoctt 1000M6ut/c
HDX — nonygynnekc

1000-X_AMS — o3Hau4aeT, 4To nopT ABMNAETCA ONTUYECKUM
nnu KoM6o-NOPTOM N ONTUYECKUIA MOPT — OCHOBHOW.
Takke ecTb Apyrne aHanorm4Hble napameTpsbi:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

Flow Control

MexaHuam ynpasneHusa notokom. MNonHoaynnekcHbie
nopTel ucnonb3yroT 802.3x NPOTOKON 4NA ynpaBlieHUs
NOTOKOM, NONyAynneKkcHbIe NOPTbl NCNONbL3YIOT
backpressure ynpaBneHue noTokom. [1o ymonyaHuio
OaHHbIA MeXaHU3M 1151 MOPTOB — OTKITHOYEH.

Maximum
Frame Size

Mone, roe 3agaeTcsl MakcMMarbHbIV pa3mep
nepenaBaeMbIx/NpUHMMaeMbIX NakeToB. 1o ymonyaHuo
pa3mep — 9600, 4To6bLlI 06ecneunTb Nnogaepxky Jumbo
frames.

Haxmnte Save, 4ToObl COXpaHUTL HACTPOMNKMN.
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8.4.2 Link aggregation (Arperauus KkaHanoB)

Arperaums KaHanoB, 3TO METOA, KOTOPbIA CBA3bIBAET OnpefesfieHHbIe
dusnyeckne nopTbl BMECTe, Kak OAMH NOMMYECKMA MOpT, YTObbl yBEenuM4nTb
00y NPOMYCKHYK CNOCOBHOCTb.

KommyTtaTop nogaepxusaet o 13 rpynn arperaumm kaHanos. OT 2 go
8 nopToB B BMAE €OUHOro NIOrM4eckoro rnopTa.

lNpumeuvaHue: Ecnu kakou-nubo nopm 6 2pyrnrne agpezauuu KaHaios
OMKIIIOYEH, rnakem OaHHbIX, OMrpaeneHHbIU Ha OMKITOYeHHbIU nopm 6ydem
pacrnpedensamb Haz2py3Ky Ha Opyaol MoOKYeHHbIU nopm e amol 2pyrnne
aspeaayuul.

8.4.2.1 Static Aggregation (Ctatnyeckana Arperaums)

B atom paspene WEB wHTepdenca kKommyTaTtopa nonb3oBaTenb MOXET
HaCTPOUTL CTaTUYECKYH arperauuio arns nopTos.

Port Configure > Aggregation > Static

Yinformation & Status Aggregation Mode Configuration
*Network Admin
| vPortConfigure |
= Ports
| =Static |
= LACP
= Mirroring
iy s Aggregation Group Configuration
= Green Ethemnet
PPoE
» Advanced Configure Nomal @EEOEEOEOEEEECOPERREOIRERROIOIOO®E O
5 1 0000000000000 00OO0OD0O0OOOO0OO0CO
i 2 00000000000000000O0O0DO0O000O0O0O
>Qos Configure 3 00000000000 000000000000000
» Diagnostics 4 0000000000000 0000000C00000O0
N eiiince 5 0000000000000 000000000C0O00C
6 00000000000 O00DO000O0O0DO0DO0DOOOO0OO
7T 0000000000000 00000O00000OO0O0O0O
8 00000000000 O00O000CO0O0DO0O0OOOO0OO0O
9 0000000000 0COO0O0O0OO0OOOOOOOO0OO
W 0000000000000 O0O0O0O0DO0O0OOO0OOOO
1 0000000000000 00O00O0O0OOOOOOOO
2 0000000000000 00O0O0O0O0O0OOO0O0OO
3 0000000000000 0O0O000OO0OOOOOOO
Reset
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Aggregation | 3TOT pexum ABMSeTCH anropuTMOM XELLMPOBaHUA NOTOKA
Mode Mexgy noptamu LAG (rpynna arpermpoBaHHbIX NOPTOB UMK
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTu4eckon arperaumm

KommyTtaTtop nogaepxusaet go 13 rpynn arperauyum, oT 2

Port Members o
00 8 nopToB B OAHOM rpynne.

Haxmunte Save, 4Tobbl COXpaHUTbL HACTPOWNKM.

lNMpumevaHue: Cmamuueckasi aespezayusi o3eosnsiem 00HOBPEMEHHO
o0bbeduHsmb He bonee 8 nopmoe 8 0OHY cmamu4yecKyro 2pynry.

8.4.2.2 LACP Aggregation (Arperauusi Ha ocHoBe LACP)

LACP - TllpoTtokon ynpaBneHus arperauuen KaHanoB. Arperaums
KaHanoB nossonsetT o6beguHATbL OO0 BOCbMW MOPTOB B OOHO BblerneHHoe
coeAnHEHne (Norm4yecKnin NopT).

JTa  (yHKUMST MOXET pacluMpuUTb MNPOMNYCKHYK  CNocOBOHOCTb
yctporctea. Pabora LACP TpebyeT BKMIOYEHWA [OYNMAEKCHOro pexuma Ha
nopTax.

Ana nonyyeHma Gonee nogpobHoM MHGOpPMaLMM O3HAaKOMbTEChb CO
ctraHgapTtom |IEEE 802.3ad.

Port Configure > Aggregation > LACP

Yinformation & Status LACP Port Configuration
»Network Admin
FP‘::;T“' x 0O <O v [ <o el (O e 32768
wAgoregalion 1 O Auto v | | [Active w| |Fast w| | 32768
» Static 2 O |Auto  w| | | [Active w| |Fast w» | 32768
3 O lAuto || | [Active w| [Fast | | 32768
R N—an 4 0 auto v | | [Active v [Fast | [32768]
= Thermal Protection
i it ot 5 O (Auto v | | [Active »| [Fast v | 32768
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LACP

BkntoyeHue/BbiknoveHmne nogaepxku npotokona LACP Ha
noprte

Key

3Ha4deHune Kn4a, Nony4eHHoe NopPToOM, HaxoauMTCs B
ananasoHe 1-65535.

Auto HacTporka 3a4acT KNy B 3aBUCUMOCTM OT CKOPOCTU
dumamyeckoro kaHana, 10Mb =1, 100Mb = 2, 1Gb = 3.

Specific HacTpolika No3BONAET BBOAWUTL 3HaYEHMe Krtoya
BPYYHYt0. [MOpTbl C OIMHAKOBLIM 3HAYEHUEM KIoua
MOryT ObITb Y4acCTHMKaMKU OLHOV rpynnbl arperauuu, a
NOPTbI C Pa3HbIMY KIMOYaMmn — HE MOTYT.

Role

[laHHOe none oTBe4YaeT 3a cocTosiHMe akTMBHocTu LACP.
Active — nepepaya naketoB LACP kaxay cekyHay

Passive — oxkugaHue naketos LACP.

Timeout

[laHHOe none oTBeYaeT 3a NMPOMEXYTOK BPEMEHU MEXAY
nepenadven BPDU

Fast — otnpaBka naketoB LACP kaxngyt cekyHay

Slow — 30 cek oxuaaHus nepen otnpaskon naketa LACP

Prio

[laHHOEe none KOHTponupyeT NPUOPUTET NopTa.

Ecnu naptHep LACP xo4veT chopmupoBaTh BOnbLUYIO
rpynny, 4emM yCTpOMCTBO noaaepxueaeT, To napameTp Prio
OyneT KOHTponNupoBaTh, Kakne noptbl 6yayT B aKTUBHOW
posin, a Kakne B pe3epBHOM Ponu.

MeHbLlee 3Ha4YeHne napameTpa Prio o3HavyaeT 60nbLLni
npuopuTeT.

Haxmunte Save, 4Tobbl COXpaHUTb HACTPOMKM.
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8.4.3 Port Mirroring (3epkanupoBaHue nopToB)

OyHKUMS  3epKanvMpoBaHusi MNOpToB obecrneynMBaeT MOHWUTOPUHT
CeTeBOro Tpaduka, KOMUs KOTOPOro (BXoAdLME WNU UCXOOsLMe MaKkeTbl)
nepeckbInaeTcsi ¢ OQHOro NopTa CeTeBOro KoMMyTaTtopa Ha Apyron nopt, rage
Tpachuk MOXeT BbITb UCCreaoBaH.

910 no3BonisieT agMUHUCTpaTopy ceTu oTcnexveaTtb
NPOM3BOAUTENBHOCTL KOMMYyTaTopa M NpU HEoBXOOMMOCTM W3MEHATb €ro
HaCTPOMKM.

Port Configure > Mirroring

»
SR — Mirror Configuration
¥ Network Admin
¥ Port Configure
=Ports
. - Mirror Port Configuration
= Static
=LACP
e
= Thermal Protection ::’bl;d 4
= Green Ethemet o
b ok Tx only w
Disabled

MakeTbl C NOPTOB, ANs KOTOPLIX BKMOYEHO
Port mirror to | 3€pkanupoBaHue rx unu tx 6yayT 4OCTYNHbI HAa 3TOM MnopTe.

Disabled — oTkniovaet 3epkanvpoBaHue

BbiGop pexvma 3epKkanvpoBaHUsa AN NopTa UCTOYHMKA.

Rx only — nakeTbl, nony4yeHHble Ha 3TOM nopTe ByayT
oTnpaBrfeHbl 3a nopT-3epkano (mirror port). Ucxopswme
nakeTbl 3epkanupoBaTbCs He ByayT.

Mode Tx only — nakeTsbl, ucxoasiiue ¢ aToro nopta éyayTr
oTnpaBsrieHbl 3a nopT-3epkasno (mirror port). NMonyyaemble
nakeTbl 3epkanupoBaTtbcs He ByayT.

Disabled — Bce nakeTsbl (tx 1 rx) He ByayT 3epkanupoBaTbLCs

Enabled — Bce nakeTbl (ix 1 rx) 6yayT oTripaBneHbl Ha NopT-
3epkano.

Haxmute Save, 4ToObl COXpaHUTb HACTPOWKM.
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8.4.4. Thermal Protection Configuration (TemnepatypHas 3awmra)
TemnepatypHass 3awuta npegoTBpawaetr neperpee noptoB. Koraa
KOMMYyTaToOp OonpeAenser NopT, Ha KOTOPOM TemnepaTypa Bbille 3agaHHOW,

nponcxoauT OTKIKOYEeHWe nopTa.

Port Configuration > Thermal Protection

YInformation & Status Thermal Protection Configuration
»Network Admin
¥ Port Configure

e [[Priority | Temperature |

’wm nC
= Mirroring oo

| = Thermal Protection |
= Green Ethernet *C
°C

»PoE

» Advanced Configure
¥ Security Configure
*QoS Configure

¥ Diagnostics
»Maintenance

Temperature settings for priority groups

w N A o

HIEIEE

Port priorities

Temperature | KommyTatop NogaepkUBaET 4 rpyrnbl TEMMNepaTypHON
§et_t|ngs for 3awnTbl. Kaxxgast MoXeT ObITb HACTPOEHa Ha CBOLO
priority groups | makcumarnsHyo TemnepaTypy.

Port priorities [None onpegenset NpUHaANEXHOCTb NOPTa K TOW UM UHOWN
rpynrne TemnepatypHoOm 3alluThl.

HaxmuTe Save, 4ToObl COXpaHUTb HACTPOWKM.

lMpumeyaHue: Mo ymMon4aHuro 8ce rnopmbsl KOMMymamopa Haxo0sm & epyrine
npuopumema 0, ¢ MakcumarnbHou memnepamypol 255 C
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8.5 PoE Configuration (Kondurypauus PoE)

Power Over Ethernet (PoE) - dyHkumMsa, nosBonsiowas yCTpoWcTBam
nonyyaTb NMTaHME 1 AaHHble NO ogHOMY Kabento B ceTu Ethernet.

Takumu yctponcteamu moryT 6biTb POE IP kamepbl, ToukM gocrtyna,
TenedoHsbl VoIP. Hanvyne gaHHOM (OyHKUWMKM NMO3BOSMSET CHU3UTL 3aTpaTbl Ha
co3faHue ceTeBOW MH(PPaCTPYKTYpPbI.

PoE — onpepensietca ctaHgaptom |IEEE 802.3af/at. NMoatomy obbi4HO
He BO3HMKaEeT CMOXHOCTEW C MUTAHMEM YyAaneHHOro YCTPOWCTBA, €Cnv OHO
noaaepXxvBaeT/CoOBMECTMMO C AaHHbIMU CTaHAapTaMu.

PD — 3anuTtbiBaemoe yctponcteo, Hanpumep PoE IP kamepa.
PSE — ycTtpoicTtBo obecneunsatowiee nuraHne yganeHHoro PD
[Mpouecc nogaym nuTaHua POE coCTOUT N3 HECKOMNbKUX LLAroB.:

1) OnpegeneHve. PSE ycTpOMUCTBO OTNpasnsieT CUrHan ¢ MMHUMarnbHbIM
HanpshkeHnem, 4tobbl onpegenutb COBMECTMMO nu yaaneHHoe PD
ycTponctBo co crtaHpgaptamum |[EEE 802.3af/at. Ecnu yganeHHoe
YCTPOWUCTBO COBMECTMMO MPOUCXOONT CReayoLMiA Lwar.

2) Knaccudpumkauma PD yctponctea. PSE ycTtponcTtso onpepenser
HeobxoauMyo MOLLHOCTL Ansa yaaneHHoro PD ycTponcTea.

3) [llocne nepebix gByx waroe PSE ycTtponcTtBo HauMHaeT nogaeath B
NUHWIO MONHOE HanpsbkeHne U MoLHocTb (44-57V, MowHocTb af —
15.4BT1 makc, at — 25.5BT makc.)

4) Ortkmovenne. Ecnn ynaneHHoe PD yCcTpOWCTBO OTKMHOYMOCH, UMK
nosnb3oBaTenb OTKIKYMMA ero ¢ NnomoLublo ynpasneHus 4Yepes WEB,
PSE yctpoiictBo B TeyeHue 300-400 mc npekpawaeTr nogayy
HanpshkeHusa PoE B nuHuio.
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8.5.1 PoE Setting (HacTpoiku PoE)

Hactpoikn PoE Haxopsatca B cneaywowem pasgene WEB wuHTepdenca
KoMmyTaTopa.

PoE > PoE Setting

Power Over Ethernet Configuration

® Auto Omanual
® Actual Consumption O Reserved Power
@D OE

PoE Power Supply Configuration

PoE Port Configuration

[

PoE+
PoE+
PoE+
PoE+
PoE+
PoE+
PoE+
PoE+

L4

v

15.4
15. 4
15.4
15. 4
15.4
15.4
15.4
15. 4
15.4

Low

BN EsE WN -
el <l <l el el <l <)<
1R a

<Jlef el el el el el <lle
S EEEEEEE
dlcd <l el el <l <l

¥
f

KommyTatop nogoepxumeaet 2 pexumMa onsa onpeneneHns
MOLLIHOCTU Ha nopTe

Reserved Auto — KoMMyTaTOp aBTOMaTUYECKM onpegenseT
Power MOLLIHOCTb Ha NopTe B 3aBMCMMOCTM OT Kracca
determined by | nogknouenHoro PoE yerpoiicTsa.

Manual — Bpy4Hyo — MakcumarbHas JOCTynHas Ha nopre
MOLLHOCTb 3a71aeTCs Nofb3oBaTenem.

KommyTatop nogaepxveaet 2 pexuma yrnpaereHus
NMUTaHUEM.

1. PeanbHoe noTpebnexHune. B aTom pexume obLuas
MoLHocTh (PoE 6rogxeT) genutca Ha Bce nopTol. [1opT ¢

Power HauMeHbLUUM NPUOPUTETOM ByaeT BbIKMIOYEH, €Cnn
Management | MOLLHOCTb npeBbIcKT GlomkeT PoE. Ecnn Bce nopTel umerot
Mode O[IMHaKoBOe 3Ha4eHue npuopuTeTa — byaeT OTKMIoYEH

NOPT C KpanHUM HOMEPOM.

2. 3ape3epBuUpoBaHHas MOLLHOCTb. B aToM pexume, ecnu
MOLLHOCTb npeBbicuT PoE GlompkeT koMmyTartopa, nopT K
KoTopoMy ByaeTt nogknoveHo HoBoe PoE ycTpoicTBo He
OypeT akTuMBEH.
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Primary MNonb3oBaTtenu MmoryT HacTpaueaTbk POE GloaxeT Bcero
Power Supply | kKOMMyTaTopa (He bonee 3Ha4eHusi N0 YMOMYaHuIo).
3Ha4veHue no ymonyanuto 370 W
PoE Mode Pexunm PoE Ha nopTtax. Mo ymonyanuio — 802.3at (PoE+)
3Ha4yeHue onpegensiowee npuoputeT nopta. MoxeTt
NPUHUMaTbL 3 3HAYEeHWS
Priority Low — HM3Kun npuoputeT
High — Bbicokuin npuoputet
Critical — KpUTUYECKU BaXKHbIN NpUopuUTET
Maximum B py4HOM pexuMe BbiCTaBMNAETCA 3HaUYeHue
Power (W) MaKCUManbHOW AOCTYMHOWM MOLLIHOCTU Ha nopTe.

HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOMKM.

8.5.2 PD Alive (®PyHKkuun aHTuzaBucaHua ans PoE ycTponcTs)

HacTtpokun paHHOM dyHKUMKM HaxogaTca B cneaywowem pasgene WEB
WHTepdenca kKommyTaTopa:

PoE > PoE Setting
Power Over Ethernet Configuration
® Auto O Manual
® Actual Consumption O Reserved Power
® Disabled O Enabled
PoE Power Supply Configuration
250
PoE Port Configuration
. O v| [© v < vl |l 15.4/
1 |PoE+ VI |I..otr V| [N v | 15. 4|
2 [PoE+ W] [Low v/ [N W 15. 4/
3 |PoE+ V| |[Low v N Vv 15.4
4 |PoE+ vI [Lo- v ON v| 15.4)
[ Save || Reset |
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®dyHKUMA paboTaeT MOMHOCTLIO B aBTOMaTU4ECKOM peXxume nocrne ee
aktuBaumm Ha nopte/noptax. CpabatbiBaHne npoucxoout depe3 120 cek
nocrne TOro, Kak KomMyTatopom Obino  3adMKCMpOBaHO COCTOSHME
«3aBucaHua» Ha nopte/noptax. CpaboTka nponcxoaut 1 pas.

8.5.3 PoE Status (CocTtosiHne PoE Ha nopTax)

MNossonsier orcnexusBatb coctosiHne PoOE Ha Bcex noprax. Haxogutcs B
pasgene

PoE > PoE Status
PN Power Over Ethernet Status Autorekesh O
¥Network Admin
[ Local Port | Description | PD class | Power Requested | Power Allocated | Power Used | Current Used [ Priority | Port Status |
PPertConigws 1 . [ oW 0w 0 [mA) Low PoE tumed OFF - PoE disabl
EI 2 S oW oW ow] 0 [mA} Low PoE tumed OFF - PoE
«PoE Sefing 3 oW oW oW 0 [mA] Low PoE tumed OFF - PoE disabled|
4 0w ow] ow) 0 [ma] Low  PoE tumed OFF - PoE disabk
AT B oW ow] 0w 0 [mA] Low PoE tumed OFF - PoE disabled|
6 oW oW ow) 0 [mA] Low  PoE tumed OFF - PoE disabled|
¥ Secunity Configure 7 0w oW 0 [w] 0 ma) Low PoE tumed OFF - PoE d
»GoS Configure (] oW oW 0w 0 fmA] Low PoE tumed OFF - PoE disabled|
9 oW oW oW 0 [mA) Low PoE tumed OFF - PoE disabled|
¥ Dvagnostics 10 oW 0wl ow) 0 [maA] Low  PoE tumed OFF - PoE disab
Fsintsnance 1 0w oW oW 0 [mA] Low PoE tumed OFF - PoE disabled|

8.6 Advanced Configure (PaclumpeHHble HAaCTPOMNKM)
8.6.1 VLAN (HacTtponka VLAN)

VLAN — BupTyanbHas nokanoHas ceTb — npeacrtasnsiet cobou rpynny
XOCTOB C 06WmM Habopom TpeboBaHUN, KOTOpPblE B3aUMOAEWCTBYIOT TakK, Kak
ecnu ©Obl OHM ObIIM  MOAOKMIOYEHbI K  LUMPOKOBELWATENbHOMY [JOMEHY,
He3aBMCUMO OT UX (PU3NYECKOr0 MECTOHAXOXKAEHUS.

VLAN umeeT Te ke CBOMUCTBA, YTO U omusnyeckasl nokanbHas ceTb, HO
NMO3BOSISIET KOHEYHbIM YNeHaMm rpynnupoBaTbCs BMECTEe, AaXe €CNn OHWU He
HaxoOaTCcA B O4HOW (PU3NYECKOWN CETW.

HacTtpoliku HaxogaTcsa B pasgene

Advanced Configure > VLANs
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Global VLAN Configuration

Network Admin [ ‘
1
wanall | — [ |
YpoE
Port VLAN Configuration
= MAC Table
[ans |
»Port Isolation
«Loop Protection
dspanningTree [l | 1 [Access v
«MEP
*ERPS | |
VIGHP Snooping docess w| | 1] [ rort
«LLDP il-ccels v‘ li C-Port
Allowed B atom none otobpaxatotca cosnaHHbie VLAN ID. Mo
VLANSs YMOSYaHUIO 3HadyeHune — 1. Ecnu Bbl XOTUTE co34aTb HOBYHO
VLAN, nameHuTte 3Ha4YeHne Ha HOBOe.
Ethertype for | B 3TOM none ykasbiBaetcs sHadveHue ethertype / TPID (s
Custom S- LecTHaguaTtepuyHom opmare). [NapameTp aencTeyet
ports Ons BCcex nopTtos, TUN Kotopbix (Port Type) yctaHoBneH
kak S-Custom-Port
Pexxum nopta (no ymon4yanuto Access) onpegensier
OCHOBHOE rnoBsefeHue nopTa.
[MopT MOXeT HaxoANTLCH B OHOM U3 TPEX PEXMMOB, KaK
onucaHo Huxe. Besknn pas, korga BolibpaH onpegeneHHbIn
PEeXUM, OCTanbHbIE MONSA B 3TOW CTpoke byayT nubo
HeOOCTYMNHbI UNW cAeNnaHbl U3MEeHSIEMbIMU B 3aBUCUMOCTH
OT paccMaTpyMBaeMoro pexuma. 3aTeHeHHble Noss
MOKa3bIBalOT 3Ha4YeHWe, KOTOpPoe MOPT MOMNy4UT Npu
NPUMEHEHUUN pEXMUMA.
Mode Access. [1opTbl C 3TUM peXXxnmMomM 06bIMHO UCNONbL3YIT ANS

NOAKMIOYEHUS K KOHeYHbIM cTaHUuaM. MmeloT crniegyouive
XapaKTepUCTUKN:

- MopT y4acTHuk Access VLAN (no ymon4yaHuto 1)
- MopTt npuHumaeT nakeTbl TUNa untagged n C-tagged

- OTOpacbiBaeT BCe NakeTbl, KOTOpble He
KnaccuduunposaHbl ansa gocryna K Access VLAN

- Ha BbIxoge Bce nakeTbl, oTHocsAwumecs K Access VLAN
OynyT nepenasatbes, Kak untagged. Opyrve (QUHamMuyecku
pobasneHHble VLANBI) OyayT nepegasaTbes, Kak tagged.
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Trunk. Trunk (marucTpanbHbie) NOPTLlI MOTYT
OAHOBPEMEHHO nepeaaBaTh TpaguK No HECKONbKUM CETAM
VLAN m 06bI4HO MCNONb3YOTCS ANS NOAKNHYEHNS K
apyrum kommytatopam. MmerT crnegyowme
XapaKTepUCTUKN:

- Mo ymonyaHuio, trunk nopT siBNsieTCca y4aCTHUKOM BCEX
VLAN (1-4094)

- VLANBI, y4aCTHUKOM KOTOpbIX siBfisieTcs trunk nopt, moryT
BbITb orpaHuyeHsbl Yepes none Allowed VLANs

- MakeTbl, oTHOCcAWMecs kK VLAN, y4acTHMKOM KOTOpOM
NopT He ABNsieTCA — 0TOpackiBaOTCS.

- Mo ymon4yaHumio Bce nakeTbl, KPOME NMakeTOB OTHOCSLLNXCSA
k Port VLAN (Native VLAN) 6yayT nomeueHsbl (tagged) Ha
BbIXOZE.

- MapkupoBaHue nNakeToB Ha BbixoAe (TerMpoBaHne) MOXeT
ObITb UBMEHEHO, YTODbI NOMETUTL BCe nakeTbl. B Takom
cnydyae, Tonbko tagged nakeTbl 6yayT npUHMMaTLCA Ha
BXoJe.

Hybrid. Takue nopTbl BO MHOrOM HarnomuHatoT trunk nopTbl,
HO UMEKT OOMNOSTHUTENBHbIE HACTPOWKM.

— [NopT MoxeT BbITb HacTpoeH Tak, YTobel VLAN tag He
pacno3HaBarncs, C-tag n S-tag noggepxusanuce.

- CDVIJ'IpraLWIFI Ha BXO4€E Morma KOHTPOJIMpOBaTbLCA.

- [lppem nakeToB Ha BXOA4Ee W HACTPOMKa UcxoasLlero
TErMpoBaHNA MOryT HacTpamBaTbCs HE3aBUCUMO.

Port VLAN

Mone onpepensiet ngeHtudpukatop VLAN nopta (PVID).
PaspeweHHble VLAN HaxogaTcs B guanasoHe oT 1 go
4094, no ymon4yaHuio 1
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Port Type

MopTbl B rMOPUOHOM PEXUME NMO3BONAIT U3MEHSTh TUN
nopra.

Unaware. Ha Bxoge Bce nakeTbl, HE3aBUCMMO OT TOrO
nomMmeyeHs! nn oHn VLAN tag wnm HeT, ByayT OTHECeHbI K
VLAN Port, BO3MOXHble MeTku (Tern) 0yayT yaaneHbl Ha
BbIXoAe.

C-port. Ha Bxoae naketbl ¢ Terom VLAN ¢ TPID = 0x8100
6ynyT knaccudmumposaHsl no VLAN ID, cogepxallemycs B
MeTke. Ecnun nakeT nome4eH, Kak NpUoOpUTETHLIN, OH ByaeT
knaccuduumnposaH Port VLAN. Ecnun nakeTbl 4OMKHbI ObITb
nomeyeHbl Ha Bbixode, oHu ByayT nomevatbes C-tag
METKOMN.

S-port. Ha Bxoge naketsl ¢ Terom VLAN ¢ TPID = 0x8100
nnm 0x88A8 6yayT knaccuduumpoBaHsl no VLAN ID,
cogepxawemycsi B MeTke. Ecniv nakeT noMmeyeH, Kak
npuopuTeTHbIN, OH ByaeT knaccudpuuymposaH Port VLAN.
Ecnv nakeTbl 4OMKHbI BbITb NOMEYEHbI Ha BbIXOAE, OHU
BynyT nomeyaTbcs S-tag MeTKown.

S-Custom-Port. Ha Bxoae naketbl ¢ Terom VLAN ¢ TPID =
0x8100 nnu Ethertype, HacTpoeHHbIn ana Custom-S
noptoB 6yayT knaccucpmumuposaHsl no VLAN ID,
cogepxaliemycs B MeTke. Ecnv nakeT He nomeyeH unu
nakeT NoMeYeH, Kak NpuopuTeTHbIX, OH ByaeT
knaccudpuumnposaH Port VLAN. Ecnu nakeTbl AOMKHBI ObITb
nomMeYeHbl Ha BbiXxode, OHW DyayT noMeyaTbCs 3a4aHHON
S-tag meTkoun.

Ingress Filter

MMBpuaHble NOPTLI NO3BOMSAKT MEHSATb BXOAHYHO
duneTpaunto. Access 1 Trunk nopTel BCerga MMerT
BKITIOYEHHYIO BXOAHYIO hUnbTpaumio.

Ecnu BxogHasa counbTpauus BknoyeHa (donaxok
yCTaHOBIeH), nakeTbl oTHocAwmecs kK VLAN, B koTopou
NOpT He ABMNAETCH y4aCTHUKOM — ByayT oTOpOLLEHBI.

Ecnu BxogHas dounbTpauus BbIKITOYEHA, NaKeTbl
oTHocsAwmecs K VLAN, B KOTOpon NopT He siBNsieTCS
YY4aCTHUKOM — ByayT NpUHATLI M 06paboTaHbI
KOMMYTaTOpPOM.

Ingress
Acceptance

MOGpuMAaHbIE NOPThLI NO3BOMSKT MEHATbL TUMN NAKETOB,
NPMHMMAaEMbIX Ha BXOAE.

Tagged and Untagged. Bce Tunbl nakeToB ¢ METKOW UK
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6e3 OyaoyT npMHUMaTHLCS.

Tagged only. Tonbko NnoMeYeHHble NakeTbl OyayT
npuHUMaTbCs Ha Bxoae. NakeTbl 6e3 meTkn 6yayT
OTOpPOLUEHDI.

Untagged only. Tonbko naketol 63 meTkn 6yayT
npuHUMaTbest Ha Bxoae. [akeTbl ¢ MeTkon ByayT
OTOPOLLEHBI.

Egress
Tagging

MopTel B Trunk n Hybrid pexxnmax MoryT KOHTponupoBaTh
npucBanBaHne MeTKN Ha BbIXoae

Untag Port VLAN. lNakeTbl oTHOcAwwmecs k Port VLAN
O6ynyT nepenaBatbca 6e3 meTkn. OcTanbHbIe NakeThbl
nony4yaTt COOTBETCTBYIOLLYIO METKY.

Tag All. Bce nakeTbl, oTHocswmecst K Port VLAN nnu HeT
OynyT nepenaBaTbCHa C METKOWN.

Untag All. Bce nakeTsl, oTHocAwwmecs K Port VLAN vnu Het
O6ynyT nepenasartbcs 63 meTkn. Tonbko ans Hybrid
pexuma.

Allowed
VLANSs

MopTkl B pexxnmax Trunk u Hybrid moryt kKoHTponupoBaTth B
kako VLAN oHu MoryT BbITb y4acTHUKamMu. Access nopTbl
MOryT 6bITb y4acTHUkamu Tonbko oaHon VLAN (Access
VLAN). Mo ymonyanuio Trunk u Hybrid nopTel MoryT GbiTb
yyacTHukamu Bcex VLAN 1-4094. None moxeT ObITb
MyCTbIM, YTO O3HaYaeT NPUHaLNEXHOCTb NopTa KO BCEM
VLAN.

Forbidden
VLANSs

MopT MOXeT BbITb HACTPOEH TaknuM obpasom, 4TOObI He
ObITb yyacTHUKoM HYU ogHown n3 VLAN. lNo ymon4yaHuio none

nycToe, YTo 03Ha4aeT NPUHaANEeXHOCTb NopTa Ko BCeM
VLAN.

HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOWMKM.
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8.6.2 Port Isolation (U3onsauusa nopToB)

M3onsaumsa nopToB orpaHnymnBaeT obMeH Tpadmkom mexay noptamn. OyHKLmMS
noxoxe Ha VLAN, Ho nmeeT 6onee cTporve npasuna.

8.6.2.1 Port Group (Fpynna nopToB)

KommyTaTop nogaepxusaeTt hopMupoBaHue rpynmn nopTtos. [opTbl y4aCTHUKK
rpynnbl MOryT 0OMeHNBaTbCA AaHHbIMMU.

lNpumeyvaHue: lNopm moxem ripuHadnexame K HECKOJIbKUM 2pyrnnam. [JaHHble
moz2ym 6bimb nepedaHb! MexOy obbiMU ropmamu, Komopble rnpuHadnexam
OOHOLU 2pynne nopmos

HacTtpouku rpynn HaxoasaTcs B crieqylowem pasgene:

Advanced Configure > Port Isolation > Port Group

¥information & Status Port Group Membership Configuration Autoehesh [] [efresh ]
Phetwork Admin
*Port Configure
*Pok [&] Iz EEEEEEEE
tn-:-cm Delete | °|DDDDDDDD@EDDDDDDDDDEIEIDEIDDD

= MAC Table

=VLANS [ Add New Port Growp |

= Port Isolation
»Loop Protection

Port members | OTMeTbTe nopThl, KOTOpble ByAyT NpMHaANexaTb OAHOW
rpynne.

HaxmuTte Add new Port Group, 4Tobbl co3gaTh HoBYlO rpynny. Delete — 4Tobbl
yaanutb rpynny. Save — 4Tobbl COXpaHUTb TEKYLLUNE HACTPOMKM.
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8.6.2.2 Port Isolation (U3onsuus nopToB)

HacTtpoika u3onauuM MopToB HaxoO4UTCA B criegylowem pasgene
WEB uHTepdeinca kommyTtaTtopa:

Advanced Configure > Port isolation > Port Isolation

Petumatond st Port Isolation Configuration pa—

*Port Configure
*Pok O00o00o000E00E00000000000000

Port number | OrmerbTe nopTsl, kKoTOpblE ByAYT N30NMPOBAHI.

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWMKM.

8.6.3 STP (MpoTokon cBaAsyoLlero gepesa)

Spaning Tree Protocol (STP) — unn npoTokon cBs3yluwero gepesa
ucnonb3yetca Ansi obHapyXeHuss u ucnpasneHus ceteBbix netenb. OH
obecneymBaeT 3anacHble COeOVHEHUs1 Mexay KOMMyTaTtopamu, MOCTaMun Wt
MapLUpyTU3aTopamu.

STP nossonsieT KOMMyTaTtopy B3aMMOAEeWUCTBOBaTb C Apyrumu bridge
YCTPOUCTBAMWN CETWU, rapaHTUpPysa CyLeCcTBOBaHME TOSMbKO OOHOro mapLupyTa
mexay nobbiMu ABYMS CTaHUuMsMM B CceTn, M obecneyuBasi Hanuyue
pe3epBHbIX COEAMHEeHWW, KOTOopble aBTOMaTU4eCKM WCNosb3ylTCHd, Koraa
OCHOBHOE COoeJMHEHME MO KakMM-nNnbo NpuyYnHam nepecrtaeT CyLecTBOBaTb.

8.6.3.1 STP Bridge Settings (HacTpowku npotokona STP)

HacTpoikn npotokona STP Haxoaatcs B crnefywowem pasgene WEB
WHTepgenca kKoMmmyTaTopa:

Advanced Configure > Spanning Tree > Bridge Sefttings
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STP Bridge Configuration

32768 v

Protocol
Version

Haxxmute Ha BbinagawLwee MeHo 4YTobbl BeibpaTh BEPCUID
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb npuoputeta mocTta (bridge). MeHbLLee 3HavyeHue
nmeet 6onbwimnin npuoputeT. MNMpuoputeTt mocta + MSTI
cBsi3aH ¢ 6-6arTtoBeiM MAC agpecom kommyTaTopa
dopmupyeT ngeHtudpukatop mocta (bridge).

Forward Delay

3agepxka nepeq oTnpaBKon. 3Ha4YeHUe MOXET ObITb B

(4-30) ananasoHe oT 4 go 30 cek. Mo ymon4yaHuto — 15 cek.
MakcumansHoe Bpems XWU3HU MHGOPMaLIMK OTNPaBIEHHOA

Max age (6- | mocrom, noka oH MMeeT porb KopHeBoro MocTa (root
40) bridge). JonycTumble 3Ha4YeHUss HaxXoaAaTCH B AnanasoHe oT

6 0o 40 cek. 3HayeHne no ymonyanuo — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpolika onpeaenseT KoNM4ecTBO He0BX0aAMMbIX
nepexogos (hop’os) ansa MSTI nHdopmauuu,
cchopmupoBaHHom Ha rpaHule MSTI. Takke 3To 3HayeHue
onpenenseTr Kak MHOro MOCTOB B POJSIM KOPHEBOIrO MOCTa
MoryT nepeaasaTe BPDU nHdopmaunto. Jonyctumble
3Ha4YeHus1 HaxoaaTcsa B AnanasoHe ot 6 1o 40 nepexonos.

Transmit Hold
Count (1-10)

KonnyectBo BPDU nakeToB, KOTOpbl€ KOPHEBOW MOPT
(bridge port) moxxeT oTnpaBnATb 3a 1 cekyHay. Ecnun
Heobxoanmo, MoXeT BbITb OpraHn3oBaHa 3agepKa nepeg
oTtnpaskou crieayowero BPDU naketa. [locTynHble
3HaveHuns ot 1 o 10 BPDU nakeToB B cekyHAy. 3HayeHue
no ymMosnyaHuo — 6.

HaxmuTe Save, 4Tobbl COXpaHUTbL HACTPOMKMN.
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8.6.3.2 STP Bridge Port (Bbi6op bridge nopTa)

HacTtponkn STP bridge ona noptoe HaxogaTca B cnegyowem pasgene WEB
WHTepdeinca kKommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Ports

Vinformation & Status STP CIST Port Configuration
Phetwork Admin
}Port Configure
Ypok
Mo v | | [128w [WowBdgew Forced True_v,
=MAC Table
=VLANs
wPortisolation
= Port Group
= Port isolafion — -
«Loop Protection ~ B © o [ o [ & & o o a
1B (e ¥ |[29] [Frieew] B O O O
T 2 @ [(ate @[  [[1288] [NonBdeenw @@ 0O o O
E-:uu-m S Mto 128 v [WomEdge v = aly a O
~eRps : oo [ [y fmieew] @ O O O

STP enabled OTmeTbTe, 4TOOLI BKOYMTL STP Ha nopTe.

None onpegenseT ctouMocTb NyTH (path cost) ansa noprta.

Auto — CTOMMOCTbL NYTU BbICYNTLIBAETCH HAa OCHOBE
¢pmM3n4eckon CKOPOCTU NopTa, UCNONb3ys 3HAYEHWUS,
pekomeHgyemblie 802.1D.

Path Cost o
Specific — cTonmMocTb NyTH, 3a4aBaemast Nosib3oBaTenem.
CTOMMOCTb NYTW UCNONb3YETCH AN NOCTPOEHMUS
akTyarnbHOW TOnonorum cetu. NopTbl C MEHbLLLNM
3Ha4yeHneMm ucnonb3yrTcsa kak forwarding nopTeol.
HocTtynHble 3HayeHus B gnanasoHe ot 1 go 200000000

Priority Mone onpeaensieT NnpuopuTeT nopra.

Auto Edge | OrmersTe, 4To6bI NpeBpatuTs NopT B Auto Edge

Restricted _

Role OTtmeTbTe, 4TOOBLI NpespaTUTL NopT B Restricted Role
Restricted .

TCN OTtmeTbTe, 4TObbLI NPpeBpaTUTL NopT B Restricted TCN
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) OTtmeTbTe, 4ToObI akTUBMpoBaTh BPDU Guide. Korga nopt
BPDU Guide | nonyyaet BPDU nakeT, OH NepexoauT B COCTOSIHME
«Disabley», T.e. oTknovaeTcs.

. _ Mone oTBevaeT 3a opraHU3aLmnio COeAUHEHMST TOHKa-TOuKa.
Point-to-point | ArperuposanHble nopThl Boerga HaxoOsTCs B COCTOSIHUM
Point-to-point

HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOWKM.

8.6.4 MAC Address Table (Tabnuua MAC agpecoB)

Hactpownkn tabnmubl MAC agpecoB Haxoaatcs B cneaywoulem pasagene WEB
WHTepdenca KommyTarTopa:

Advanced Configure > MAC Table

¥information & Status MAC Address Table Configuration
Phetwork Admin
bt Aging Configuration
»pok O
T
MAC Table Learning
»Port Isolation
=Loop Protection
. Ao POOEOOOOOOOOOOOREOOOOOOBG OO
:ga Disable O O OO OO 000000000 O0ODOOOOOOOOO
i Sscre 0O 0000000 OO0OOOOOOOOOOOOOOD
*LLDP Static MAC Table Configuration
¥ Security Configure
*QoS Configure
e el e mEEE  EEEEEEEEEEEEEEEEEEEEEE
PMaintenance
[ Add New Static Entry |
(Save] [Reset ]
Disable
Automatic Ecnun a10T YekboKC 0TMeuYeH, PYHKLSE aBTOMaTUYECKOro
Aging ycTapeBaHWs OTKMNOYeHa.

_ _ Bpemsi, nocne KOToporo 3anvucb NomeLLeHHasi B Tabnuuy
Aging Time | gynet ucknioueHa us Hee. OuanaszoH 10-1000000 cex.
3HayeHue no ymonyanuto — 300 cek.
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KommyTaTtop nogaepxueaeT 3 Tuna 3anoMuUHaHUs
(learning) MAC agpecos B Tabnuuy

MAC Table | Auto — nopt aBTomaTudecku 3anommHaet MAC agpeca.

Learning Disable — nopt He 3nomuHaeT MAC agpeca

Secure — NopT nepecbinaeT gaHHbIe TOSbKO, eCnn
ncnone3syetca cratndeckun MAC agpec.

Static MAC | Ctatndeckue 3anucn MAC aapecos oTobpaxaloTcs B 3TOW

Table Tabnuue. Haxmute «Add New Static Entry» (go6asutb
Configuration | HOBYIO CTaTU4YecKyto 3anuck), YTobbl co3faTh HOBYIO
3annchb.

Haxmute Save, 4Tobbl COXpaHUTb HACTPOKW.

8.6.5 IGMP Snooping

Internet  Group Management Protocol (IGMP) — nossonset xoctamu
MapLupyTusaTopam obmeHnBaTbCa MHopmaumen o multicast rpynnax. IGMP
Snooping aTo OyHKUMA KOMMYyTaTopa, KoTopasi otBevaeT 3a KoHTtpone IGMP
coobweHnamun. MnaeHaa uenb IGMP Snooping — orpaHuMuuTb NepecbInky
multicast nakeToB TONMbLKO Afsi MOPTOB, KOTOPbLIE ABMAKTCS YneHamu multicast

rpynn.

8.6.5.1 Basic Information

Obwasn nHgpopmaumusa o IGMP HacTporkax HaxoguTcs B criegylowem pasgene
WEB nHTepdenca kommyTaTopa:

Advanced Configure > IGMP Snooping > Basic Configuration
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IGMP Snooping Configuration

¥ Advanced Configure

Port Related Configuration

= MAC Table
*VLANS
»Port Isolation

= Loop Protection
»Spanning Tree
= MEP

= ERPS

| wIGMP Snooping

= Basic
| Wﬂll
= VLAN
Configuration

«LLDP

O00O00000000

W e ~N ;e W N -
OO000000000

Snooping Bkn/Bbikn dpyHKkuum IGMP Snooping. 3HayeHue no
Enabled yMOJ4aHuIo — oTKo4eHo (disabled)
Unregistred
'PMC_V4 OTmeTbTe Yekboke, YTobbI BKNIOUNTL PyHKUMIO Unregistred
Flooding | |PMCv4 Flooding.
Enabled
MNone onpenenseT, Kakue NopTbl ByAyT OTMEYeHbI, Kak
router noptel. Router nopT B kOMMyTaTope BeaeT K
Router Port | multicast yctpoicTtey unu ycTpoicTBy, 3anpalumsaroLiemMy
IGMP. Ecnu B kayecTtBe router nopta BbibpaH nopt
arperMpoBaHHON rpynnsl, TO BCA rpynna nopTos byaet
BbIMOMHATL POnb router NnopTos.
Fast Leave | HaHHasa HacTponka oTeBeyaeT 3a yganeHue MAC agpeca

HemMeleHHOo nocrie noJfiy4eHns coobLleHus ans rpynnobl.

HaxmuTe Save, 4ToObl COXPaHUTL HACTPOMKM.




8.6.5.2 IGMP Snooping VLAN Configuration (Hactpounka IGMP Snooping
ans VLAN)

Hactpoika IGMP Snooping ansa VLAN HaxoguTca B crneayloLlem
pasgene WEB vHTepdence kommyTtaTope:

Advanced Configure > IGMP Snooping > VLAN Configuration

*information & Status IGMP Snooping VLAN Configuration
PNetwork Admin

SRS Start from VLAN |1 | with |20 | entries per page

*poE
( ]

* MAC Table
«VLANS Add New IGNP VLAN

PFortisolation

«Loop Protection
#Spanning Tree

Snooping Bkniouerue IGMP anst VLAN. 32 VLAN moryT 6biTb
Enabled oTmeudeHbl ans IGMP Snooping

Querier

Election Bkntounte BcTynnenune IGMP Querier B VLAN.

e [Mone onpepensieT IPv4 agpec UCToYHUKA, UCMONb3YIOLLErO
Addiess IP 3aronosok anst IGMP. Mo yMon4aHuio 310 nosie paBHo

192.0.2.1

Haxmunte Save, 4yTobObl COXpaHUTbL HACTPOUKN.
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8.6.6 ERPS (lMpotokon ERPS)
ERPS — cneuuanbHbIi NpPOTOKON ANs 3aliuTbl KOMMYTatopa OT CeTeBbIX
neTesnb Npu UCMNoNb3oBaHUKU B KONbLEBOW TOMonornn. Bpema BoccTaHOBEHUSA

TONOMOrMnN NP UCNOSb30BaHMM 3TOro nNpoTokona < 50ms.

lMNMpumeyvanue: lNeped unons3oeaHuem ERPS neobxodumo omknwydums STP
Ha ropmax, mak Kak OHU SI8/1510ImMCs1 83aUMOUCKITIOYaoWUMU.

Paspgen ¢ HacTporkamn ERPS HaxoguTcsa no agpecy:

Advanced Configure > ERPS

Paormation & Status Ethernet Rapid Ring Protection Switching
Phetwork Admin
YPort Contpurs 0 1 1 2 Major No 1 -
S [Detete J 2 ] [1] L] [ & O ] €
['mw‘ l

«MAC Table [  Add New Ring Group | |[Save|[Reset |

= VLANS

PPortIsolation

= Loop Protection

»Spanning Tree

= MEP

=ERPS

PIGMP Snooping

Ring ID NoeHTudukatop ERPS Ring

East Port Homep nopTa, koTopblii y4acTeyeT B Ring Protection

West Port Homep apyroro nopra, KoTopbli y4acTeyeT B Ring
Protection

[ocTtyneH BbIGOpP

Ring Type Major Ring — oCHOBHO€E KOJbLIO

Sub Ring — BcnomoratensHoe KonbLo

o ymonyaxuio TmMn Konbua — Major Ring.
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Intercorrected

B Tononorun «mynbTukonbLoy, Intercorrected Node — ato

Node y3en coeauHsoLmiA 2 unmn 6onee Kornedl.
B Tononoruu «ogHo KonbLo», Major Ring ID nmeet Toxe
Major Ring ID camoe 3Ha4deHue, 4yTo 1 Ring ID.
B Tononornn «MynbTUKONbLO», CYOKONbLIO UMEET TOT Xe
T1n, 4TO0 1 Major Ring ID
R-APS VLAN
(1-4094) MNone onpenenset VLAN ana R-APS VLAN'os.

HaxmuTe Save, 4Tobbl COXpaHUTb HACTPOMKMW.

Mocne HaxaTusa Ha Homep noA nonem «Ring ID» oTkpbiBaeTcsa cTpaHuya WEB
MHTEepgenca, Kak Ha PUCYHKE HUXe:

Vinformaton & Status Rapid Ring Configuration 1 Auto-eiresh []
Phetwork Admin
P Instance Data
PPoE
- 1 2 1 2 1 2 Major Ring
:mm Instance Configuration
»Port Isalation
;l;:ﬂ\nl'm L inin B 1] VAN Gonfig
MEP RPL Configuration
«ERPS
PIGMP Snooping
«LLDP None v | None 8 0O
¥ Security Configure
Pos Cond Instance State
PDiagnostics
Puaintenance
Protected SF OK SF BPRD 0 . . Blocked Unblocked .
: HaxmuTe Ha BbinagawoLiee MeHto, YTobbl BbibpaTh Bpems
WTR (Wait to Aarotl paTe Bp
. no soccraHoBnenmsa R-APS.
restore) Time
(1-12) [ocTynHbin gnana3oH 3Ha4veHun 1-12 muH. Mo ymonyaHuio
— 1 MUH.
Revertive OtmeTbTe Yekboke, 4Tobbl 3agaTh ctaTtyc Revertive ana R-
APS
VLAN Config | Mocne naxartusa Ha VLAN Config, aTo npuseaert Ha
ctpaHuuly Rapid Ring VLAN Configuration
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Haxmute Ha BbinagawLliee MeHH, YTobbI BblﬁpaTb POIb:

None — 6e3 ponu

RPL Role
RPL Owner — Bnageney RPL
RPL Neighbor — «coceg» RPL
HaxmuTe Ha BbiNnagaowee MeHto, YTobbl BeIbpaTh TN
nopra
RPL Port None — He BbIbpaHo

East port
West port

Haxmunte Save, 4Tobbl COXpaHUTb HACTPOMKMN.

Mocne HaxaTtua Ha VLAN Config oTkpbiBaeTcs ctpaHuua WEB mHTepdenca

HacTponkn Rapid Ring VLAN, kak Ha pUCyHKe Huxe:

Rapid Ring VLAN Configuration 1

Back

Pinformation & Status

»Network Admin

»PoE

¥ Advanced Configure Add New Entry
= MAC Table
= VLANS Save Reset

Haxmnte Add New Entry, 4tobbl 4o6aBUTL HOBYHO 3aMnCh.
HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOMKM.
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8.6.7 LLDP (HacTponka npotokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTOKONn KaHanbHOro
YPOBHS, NMO3BONSAOLLNA ceTeBOMY 0bopyaoBaHuio onoseLwaTts obopyaoBaHue,
paboTatoLLee B NIoKarnbHON CeTU, O CBOEM CYyLLeCTBOBAHUN U nepeaasaTtb emMy
CBOW XapaKTEepUCTUKKU, a TakKe nonyyatb OT HEro aHamnoruyHble cBefeHus.
OnucaHune npoTokona npueogutcs B ctaHaapTe IEEE 802.1AB.

HacTponkn gaHHOro npoTokona HaxogaTcs B criedylowemM pasgene
WEB uvHTepdenca kommyTaTopa:

Advanced Configure > LLDP

Yinformation & Status LLDP Configuration
¥ Network Admin
LLDP Parameters
»port Configure
PPoE
¥ Advanced Configure
MAC Table
«VLANS
»Pot Isolation
#Loop Protection LLDP Port Configuration
»Spanning Tree
=MEP
«ERPS
MGMP Snooping A v = ] ] = ]
1 |Disabled v 7 = = 2
¥ Security Configure 2 |Disabled w ) = ] ) 2]
»Qo$ Contigure 3 |Disabled w = = = = =
4 Disabled w = = = = =
PDiagnostics 5 |Disabled w = = = & =
»Maintenance 6 |Disabled v = ) ] = ]
B naHHOM none ecTb BO3MOXHOCTb HACTPOUTL TeKyLLue
LLDP HacTpoukn gnsa nopra:
LLDP TX interval
Parameters | Tx Hold
Tx Delay
Tx Remit
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Mode

Beibop LLDP coobuienun onsa pexnma oTripaBkni U
npuema.

Tx Only

Rx Only

Enabled

Disabled

Optional TLVs

[Mone oTeBevaloLLlee 3a HACTPOUKY MH(POpMaLUK, KOTOpas
BkMtoyeHa B TLV none nybnmkyembix coobLueHui.

Port Descr

Sys Name

Sys Descr

Sys Capa

Mgmt Addr

Haxmunte Save, 4Tobbl COXpaHUTL HACTPOWMKM.

8.6.8 Loop Protection (3awmTa oT ceTeBbIX NeTenb)

HaHHbin pasgen WEB wvHTepdenca kommytaTopa npefocraBnseTr JOCTyn K
HacTpoMKam 3aluThbl OT CEeTEeBbIX neTenb BO Bpemsa broadcast unv multicast

LITopMa.

Advanced Configure > Loop Protection

Yinformation & Status Loop Protection Configuration
PNetwork Admin

?Port Configure
»poE

¥ Advanced Configure

=MAC Table
=VLANs

»Port Isolation

= oop Protection

»Spanning Tree

= MEP
=ERPS

=LLDP

O IES v
|Slmtdovn Port v [Enable v
| Shutdown Port and Log w| Disable v

|Log Only v | Enable v

o000
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Bkn/BbIKN 3anTbl OT CETEBLIX NETENb.

Global Transmission time — 3Ha4YeHue B cek, oTBevalLlee 3a
Configuration | Mokasatens Loop Protection Interval Time

Shutdown Time — 3Ha4yeHWe B cek Anst HAaCTPOKMKK nNopTa
Shutdown Time

Enable OTtmeTbTe Yekbokc, 4Tobbl akTuBMpoBaTh Loop Protection
Ha nopre.

[encTteue, NnpUMeHsiloLeecs K NopTy, Ha KOTOPOM
3ameveHa ceTeBas neTns.

Shutdown port — oTknto4eHne nopta

Action
Shutdown port and log — oTkno4YeHne nopTa u 3anuckb B
XypHan
Log only — TonbKo 3anuck B XypHan.
Tx Mode Bkn/Bbikn Pexuma nepegaum Tx

Haxmunte Save, 4Tobbl COXpaHUTb HACTPOUKN.

8.7 QoS (Mpuopurtesaunsa Tpacduka)

Quality of Service (QoS) — TexHonorna npegocTaBneHnsa pasfuyHbIM
Knaccam Tpaduka pasrnvyHbIX NPUOPUTETOB B ODCITY>KMBAHUMN.

QoS nos3sBonsieT 3afaBaTb  pasnU4YHble  YPOBHU  CETEBOro
obcnyxmMBaHust Ansi pasHbiX TUNOB Tpaduvka, TakmxX Kak MynbTUMeOUAHbIN,
BMAeo, M npoune Tunbl. C nomowpd QOS MOXHO MOHWXaTb MpuopuTeT
0bpaboTkn Tpadumka, KOTOPbLIN HE ABMSIETCH BaXHbIM.
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8.7.1 QoS Port Classification (Knaccudukaumus noptoB ¢ nomowbo QoS)

Hactpoutb pasHble Knaccbl AnNs MNOPTOB MOXHO B CleaylLlem
pa3gene WEB nHTepdenca kommyTtartopa:

QoS Configure > Port Classification

information & Status QoS Ingress Port Classification
»Network Admin
»Port Configure m
FUO WO O || O el [ O v
YPoE 1 [0 |D»| |0 % |1 | |Source v
» Advanced Configure 2 |1~ |1 »| |1 s |0 s |Destination v
» Security Configure 3 |2 |08 [2 8 |0 & |Source v
I'oos 4 3| 0»| [3 % |0 s |Destination s
5 |4 v |0« |4 v [0+ |Source v
= Port Classification : '
= Port Policing 6 |5 w| (0| |5 % |0 | |Source v
= Port Scheduler 7 |6~ |0w| |68 |0 |Source v
= Port Shaping 8 [Tw~| |0 |Ts [0w |Source v

Mone oTBevaeT knacc obcnyxmnBarHns. QuanasoH ot 0 go 7,
roe O (cambii HA3KMIA NPUOPUTET), a 7 (CamMbiii BbICOKMIA

CoS npuopuTeT).
lMpumeyarue: o ymondaHuto 3HadyeHue CoS usmeHsemcs
OuHamuy4ecKu.

DPL Mone otBeyvaeT 3a Drop Precedence Level

PCP lNone oTsevaeT 3a 3Ha4veHne PCP. Bce nakeTsbl
Knaccuguumnpyrotca Ha ocHose PCP.

DEI MNone oTeevaeT 3a 3HaveHvne DEI no ymonuaHuio. Bee

nakeTbl KnaccnpuumpyrotTcs Ha ocHose DEI.

Address Mode

IP/MAC pexum

HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOWNKM.
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8.7.2 Port Policing (PyHKUMA orpaHM4YeHUA CKOPOCTHU Ha nopTax)

[daHHasn

dyHkuMa Haxogutcs B cnepywowem pasgene  WEB
WHTepdgenca KoMmmyTaTopa:

QoS Configure > Port Policing

Yinformation & Status QoS Ingress Port Policers

?Network Admin
" Port Configure
PPoE

.Mm
» Security Configure

500
500 |kbps v
500/ |Mbps v |
600| |fps v

!
=]

!
i

<

¥ QoS Configure

500| |kfps v

= Port Classification

e ey

500| |kbps

i Port Policing |

O O EW N
O00&8O0O®
L3
Y O %

500 |kbps &

O
<

080

Enabled

OTmeTbTe YekboKC, 4TODObI akTMBMpOBaTL (hyHKUMio Port
Policing ansa nopta

Rate

3Ha4veHune no ymonyanuto 500. [lnanazoH BO3MOXHbIX
3HayeHun 100-1000000, ecnn B nonie Unit BuibpaHo kbps
(Kéut/c) unu fps (naketoe B cek) n 1-3300, ecnu B none

Unit Bei6paHo mbps (M6uTt/c) unu kfps (Telicsid nakeToB/cek)

Unit

3HaueHune no ymonyaHuio — kbps (Kéut/c)

Flow Control

Ecnu ynpaeneHne noTokom BKMIOYEHO M NOPT HAXOAUTCA B
TakOM pexume, TO OTNPAaBNAKTCA NAKeTbl «Nay3bl»,
BMECTO O0TOpacbiBaHWUS NakeToB.

Haxmunte Save, 4Tobbl COXpaHUTbL HACTPOUKN.
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8.7.3 Storm Control Configuration (HacTpoika 3awuTbl OT ceTeBOro

lTopma)

[JaHHaa yHKUua Haxogutca B crnegywwem pasgene WEB
WHTepenca kKommyTaTopa:

QoS Configure > Storm Control

Pinformation & Status

Storm Control Configuration

P Network Admin

»Port Configure
»PoE

» Advanced Configure
» Security Configure

¥ QoS Configure

[ Save | [ Reset |

= Port Classification
= Port Policing

= Port Scheduler

= Port Shaping

= QoS Control List

= Storm Control

Frame Type

KommyTaTop nogaepxueaeT 4o 3 TUMOB NakeToB, KOTOpbIe
MOTYT HECTW yrpo3y B BUJe CEeTEeBOro LuTopmMa:

Unicast
Unknown Multicast

Broadcast

Enable

OTMeTbTe YekboKc, Y4TOObI BKIIOYUTL 3aLLMTY OT CETEBONO
lTopma

Rate (pps)

CKopoCTb NponyckaHns NakeToB B cek (pps). JocTynHble
3HaYeHus:

1,2, 4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.

Haxmunte Save, 4Tobbl COXpaHUTbL HACTPOMUKN.
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8.8 Security Configure (HacTpoiku 6e3onacHocTH)
8.8.1 Password ([Maponb)

Maponb cucTteMbl MOXHO MOMeHATbL B gaHHOM pasgene WEB wuHTepdeinca
KoMmyTaTopa:

Security Configure > Password

Pinformation & Status

System Password

IL

» Advanced Configure

¥ Security Configure
= Password
= SSH
«HTTPS
= Port Security Limit

Save

HaxmuTte Save, 4Tobbl COXpaHUTb HACTPOWKM.

8.8.2 802.1X

Cranpgapt |IEEE 802.1X onpepensieT npoOTOKON KOHTPOMs AoCTyna u
ayTeHTMduMKaLmMM, KOTOpbIA OrpaHMyMBaeT npaBa HeaBTOPWU30BaHHbIX
KOMMbIOTEPOB, NMOAKMHYEHHBLIX K KOMMYTaTOopY.

CepBep ayTeHTUdMKaAUUM NpPOBEPSET KaxObl KOMMbOTEp nepen
TEM, Kak TOT CMOXeT BOCMNOSb30BaTbCA CEpBMUCAMK, KOTOpbIE NpeaocTaBnsaeT
eMy KommyTtaTtop. [Jo Tex nop, Noka KOMMNbTEP HE ayTEeHTUdULMPOBArcCs, OH
MOXeT ucnonb3oBatb ToNbko npotokon EAPOL (aHrn. extensible
authentication protocol over LAN) wu Tonbko nocne  ycnewiHoOwu
ayTeHTUdMKaLmm BeCb OCTarnbHOMN TpaduK CMOXET NPOXOAUTb Yepes TOT NopT
KOMMYyTaTopa, K KOTOPOMY MOAKMIOYEH AaHHbIN KOMMbIOTEP.
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KommyTaTop nogaep)kvBaeT NPOTOKOS KOHTPONA AOCTyna Ha OCHOBE
IEEE 802.1X. Hactponkm Haxogatcs B cnegyiouwem pasgene WEB

WHTepdenca KommyTarTopa:

Security Configure > 802.1X

Yinformation & Status Network Access Server Configuration
»Network Admin
ot System Configuration
YPoE Disabled ~
O
» Advanced Configure =y T
|7mw I 30 e
.P':;:m m seconds
«HTTPS 10 seconds
= Port Security Limit
«B02.1X Port Configuration
PACL
PDHCP
= O v
'Ef::cmm 1 |Force Authorized [W| GioballyDissbled |  Reauthenticate || Reinitialize
W.‘ISMNI 2 |Force Authorized V:] Globally Disabled | ,ﬁe.ﬂ:’hif icate Reiniti :l_l:"
3 |F0!69 Authorized Vl Globﬂly Disabled Reauthenticate Reinitialize
G 4 |Porco Authorized Vj Globally Disabled | -?.‘.-(‘Tlli;f:h-;_l_l,‘--l‘-': --!‘:.f:-l-:\l{l_ill";{'.
B aTom none nonb3oBaTtenb MoXeT BKN/BbikN 802.1X unu
System MOBTOPHYIO ayTEHTUMKALMIO, a Takke HaCcTPOUTL nepuon
Configuration | nogropHoit ayTeHTdMKaumm, TanmayT anst EAPOL,
nepuopg yctapeBaHus U BpeMs yaepKaHus.
B BbinagatolemM MeHO MOXHO BblbpaTb HACTPOMKKU AN
COCTOSIHUS MOPTOB:
i - Has aBTOpMU A
Port Force Authorized — yckopeHHasa aBTopu3aum
Configuration | Force Unauthorized

802.1X — aBTOpM3aums Ha 6ase npotokona 802.1X

Mac Based Auth — aBTopusaums Ha 6asze MAC agpeca

Haxmute Save, 4Tobbl COXpaHUTbL HACTPOMKM.
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8.8.3 DHCP Snooping (3awuTa ot aTtak ¢ ucnonb3osaHmem DHCP)

8.8.3.1 About DHCP Snooping (Onucanune ¢pyHkumun DHCP Snooping)

DHCP snooping — dyHKUMSA KOMMYTaTopa, nNpedHasHadeHHast ons
3alluTbl OT artak Cc ucrnonb3oBaHMemM npotokona DHCP. Hanpumep, ataku ¢
noameHon DHCP-cepsepa B cetn unu atakm DHCP starvation, koTtopas
3actaBenset DHCP-cepBep BbigaTh BCe CyLLeCTBYIOLLUME Ha cepBepe agpeca
3MOYMbILLIEHHUKY.

DHCP snooping perynupyeT Tonbko coobweHna DHCP n He moxeTt
NOBNUATbL HanpsiMylo Ha TpaduK nonb3oBaTenern unu apyrue npoToKOSbI.
HekoTopble YHKUMM KOMMYTATOpPOB, HE WMeELWMe HenocpeacTBEHHOIO
oTHoweHust K DHCP, MoryT BbINOSHATL MPOBEPKM HA OCHOBaHMW Tabnuubl
npuesaA3ok DHCP snooping (DHCP snooping binding database). B ux uncne:

v Dynamic ARP Protection (Inspection) — npoBepka ARP-naketos,
HanpaeneHHas Ha 6opbby ¢ ARP-spoofing,

v"  IP Source Guard — BbInonHsieT npoeepky |P-aapeca otnpasutens B IP-
naketax, npegHasHavyeHHasa ans 6opbbbl ¢ IP-spoofingom.

DHCP snooping no3sonser:

v’ 3aWuTUTb KIMEHTOB B CeTU OT MNOnyyYeHus agpeca OT
HeaBTopu3osaHHoro DHCP-cepsepa,

v/ perynupoBaTtb Kakve coobuieHus npotokona DHCP otbpacbiBath,
Kakue nepeHanpaeBnsATb U Ha Kakue nopThbl.

Onsa npasunbHon pabotel DHCP snooping, HeobxoauMo ykasaTb Kakue

nopTbl KOMMYyTaTopa ByayT AoBepeHHbIMU (trusted), a kakme — HeT (untrusted,
B AanbHeuLweM — HeHaOEXHbIMK):

v HeHapgéxuble (Untrusted) — nopTbl, K KOTOPbIM MNOAKMIOYEHbI
KINWUEHTBI. DHCP-oTBeTHI, npuxogsuime 's: 3TUX nopToB
oTOpacnLiBalOTCA  KOMMyTartopoM. [ns  HeHaféXHbIX  MopTOoB
BbIiNonHAeTca psg nposepok coobweHnn DHCP un cosgaértca 6asa
AaHHbIx npusaskn DHCP (DHCP snooping binding database).

v' [loBepeHHble (Trusted) — nopTbl KOMMYyTaTopa, K KOTOPbIM
nogknioyeH gpyron kommytatop wnun DHCP-cepsep. DHCP-nakeThl,
Nory4YeHHble C AOBEPEHHLIX MOPTOB HE OTOpAachLIBaOTCS.
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8.8.3.2 DHCP Snooping Configure (Hactpownka DHCP Snooping)

Hactponkn dgyHkumm DHCP Snooping Haxogsatca B crnieaywowem pasgene
WEB nHTepdenca kommyTtartopa:

Security Configure > DHCP > Snooping Settings

Yinformation & Status DHCP Snooping Configuration
¥ Network Admin
s e SHESHIRGMEAR] [E-obies ]
*PoE
*Advanced Comtge Port Mode Configuration
|'Soaﬂty€oti¢n
= Password
«SSH
'HTTPS 1 |Trusted
.zgf:mmn 2 |Untrusted
PACL 3 |Trusted
4 [Trusted w
T 5 |Trusted |»
Setting 6 |Untrusted »
= Snooping Table 7 |Trusted
+Dotsed ;
9 |Trusted
PIP&MAC Source
ot 0
DHCP
Snooping Haxmute Ha BbinagatoLiee MeHio, 4tobbl Bk/Bbikn DHCP
Mode Snooping

[Mone otobpaxaeTt pexum DHCP Snooping anst nopTos:
Port Mode Trusted — noBepeHHble NOPTHI
Untrusted — HegoBepeHHbIE NMOpPThI

MogpobHee B nyHkTe 8.8.3.1 About DHCP Snooping

Haxmunte Save, 4yTobbl COXpaHUTb HACTPOMKN.

8.8.4 IP&MAC Source Guard

®yHKUMS KOMMyTaTopa, KoTopas orpaHudmBaeTt |IP-Tpaduk Ha
nHTEepencax 2ro ypoBHA, PUNLTPYA TpaduUK Ha OCHOBaHWM Tabnuubl
npusasok DHCP snooping W cTaTuU4eckMx COOTBETCTBUW. PyHKUMA

ncnonbayetcsa ansa 6opbbbl ¢ IP-spoofingom.
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8.8.4.1 Port Configuration (Hactpouka IP&MAC Source Guard ans
NnopToB)

Hactponte dyHkumo [IP&MAC Source Guard ansi noptoB MOXHO B
cnegywowem pasgene WEB mnHTepgeinca kommyTtatopa:

Security Configure > IP & MAC Source Guard > Configuration

¥information & Status IP Source Guard Configuration
»Network Admin
i Disabled
PPoE [ Translate dynamic to static |
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= SSH
=HTTPS
= Port Security Limit = o &l > v
;ﬁ”‘ 1 [Disabled v Unlimited v
2 |Disabled v |Unlimited v
SR 3 |Disabled | Unlimited v
s Aot 4 [Disabled v | Unlinited v
= Static Table 6 Disabled v | Unlimited v
»ARP Inspection 7 |Disabled v | Unlimited v

Global Mode | HaXmuTe Ha BbiNagatoLiee MeHio, YToObl BKI/BbIKI
dyHkumio IP&MAC Source Guard rnobanbsHo.

Port Mode HaxmuTe Ha BbinagatoLlee MeHto, YTobbl BKI1/BbIKI
dyHkuuo IP&MAC Source Guard ans BeibpaHHOro nopra.

Max Dynamic HaxmuTe Ha Bbinagarowee MeHto, YTobbl BeibpaTh
Clients MaKCUMarnbHOe KOfM4EeCTBO ANHAMUYECKUX KITUEHTOB.
OocTynHble 3HadeHus: Unlimited, 0, 1, 2.

HaxmuTe Save, 4Tobbl COXpaHUTb HACTPOMKMN.
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8.8.4.2 Static Table (Tabnuua ctaTuyecknx cCooTBETCTBUM)

Ha paHHoM cTpaHuue WEB wuvHTepdeiica kommyTaTopa ecCTb
BO3MOXXHOCTb BPY4YHYIO HacTpouTb Tabnuuy ctaTM4eckux COOTBETCTBUWA ANS
dyHkumm IP&MAC Source Guard. Bce HacTponkun AOCTYMNHbI 34€eCh:

Security Configure > IP&MAC Source Guard > Static Table

Yinformation & Status
»Network Admin
¥Port Configure

»PoE

¥ Advanced Configure

¥ Security Configure

= Password
*SSH
«HTTPS
= Port Security Limit
«802.1X
PACL

PDHCP

wIP&MAC Source
Guard

= Configuration
= Static Table
PARP Inspection

Static IP Source Guard Table

)

Port

Haxmute Ha Bbinagawlliee MeHH, YTobbI BblﬁpaTb nopT

VLAN HaxxmuTe Ha BbinapatoLiee MeHto, 4Tobbl Boibpath VLAN
ID
IP Address Mone c IP agpecom
MAC Address

Mone ¢ MAC agpecom

HaxmuTe Save, 4ToObl COXpaHUTb HACTPOWKMN.
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8.8.5 ARP Inspection (lpoBepka ARP nakeTtoB)

OyHKLUMA KOMMYTaATopa, NpefHasHayYeHHas AN 3awuTbl OT atak C
ucriono3osaHneMm npotokona ARP. Hanpumep, atakm ARP-spoofing,
no3BonsowWen nepexesaTbiBatb TpauUK  MexXay ys3namu, KOTopble
pacrnonoXeHbl B npegenax ogHOro LWUpoKoBeLaTenbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynupyeT TonbKko coobLieHuns
npotokona ARP 1 He MOXeT NoBnuATL HaNPAMYIO Ha TpaduK nonb3oBaTenen
Unu apyrue npoToKoIbl.

8.8.5.1 Port Configuration (Hactpouka ARP Inspection anst noptoB)

Monb3oBatens moxeT HacTpouTb ARP Inspection gnsi KOHKpeTHOro nopra Ha
aToun ctpaHuue WEB vHTepdeinca kommyTtaTopa:

Security Configure > ARP Inspection > Port Configuration

Yinformation & Status ARP Inspection Configuration
» Network Admin
- Disabled v
»Port Configure
»PoE ( Translate dynamic to static |
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= SSH

*HTTPS
= Port Security Limit R vl O - O v

S 1 [Disabled v| |Disabled w| |None v
2 |Disabled w| |Disabled v| |None v

e 3 |Disabled v| |Disabled w| |None |v|
’&‘::CSW 4 [Disabled v| [Disabled v [None v
5 lDisabled ‘vl ll)isabled v [Hone v‘]

ot iy o 6 ’D:i.sabled ,vl lDisabled v] [Hone v]
.PC::ﬁg.lraﬂon 7 ]Disahled ,vl IDisabled vl [Hone ".I
«VLAN 8 |Disabled v | |Disabled v |None v
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Global Mode | HaxmuTe Ha BbinagatoLee MeHto, YTobbl BK/Bbikn ARP
Inspection rnobanbHo.

Port Mode Haxmute Ha Bbinagatollee MeHto, 4Tobbl Bki/Bbikn ARP
Inspection gnsa nopTos.

Ecnn Heobxoaumo BkntounTb ARP Inspection ans VLAN,
Check VLAN | aktmsupyiTe (enable) pyHKLMIO B BbiNagatowem MeHHo
«Check VLAN». 3Ha4yeHne no ymon4aHuio — OTKIMYEHOo
(disable).

None — xxypHan ARP Inspection He BegeTcs.

Log Type Deny — xXypHan BegeTca ans 386HOKMpOBaHHbIX 3anncen.

Permit — xxypHan BegeTtcsa Ansi paspeLlleHHbIX 3anucemn.

ALL — xXypHan Begetca Ansa Bcex TMNOB 3anucen.

HaxmuTe Save, 4Tobbl COXpaHUTb HACTPOMKMN.

8.8.5.2 VLAN Configuration (Hactpouka ARP Inspection ansa VLAN)

Hactpoiikn ARP Inspection ans VLAN Haxogstcs B crieayloliem
pasgene WEB vHTepdenca kommyTaTopa:

Security Configure > ARP Inspection > VLAN Configuration

information & Status VLAN Mode Configuration
»Network Admin
»Port Configure
YPoE

» Advanced Configure | Delete | 1| |None

¥ Security Configure [ 2dd New Entry ]
= Password

o

= Port Security Limit
=802.1X
PACL

PDHCP

MIPEMAC Source
Guard

Start from VLAN|[1 | with 20 | entries per page.

w+ARP Inspection

= Port
Configuration

=VLAN
Configuration

= Static Table

= Dynamic Table
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VLAN ID Oto6paxaet VLAN ID gns Tekywei VLAN

None — xypHan ARP Inspection He BegeTcs.

Log Type Deny — XYypHan segetca ans 336HOKMpOBaHHbIX 3anumcen.

Permit — xxypHan BegeTtcsa Ans paspeLleHHbIX 3anuceun.

ALL — xypHan BegeTcs Ansa Bcex TUMNOB 3arnucen.

Haxmnte Save, 4ToObl COXpaHUTbL HACTPOMKM.

8.8.5.3 Static Table (Tabnuua coorBeTcTBUM ans ARP Inspection)

Monb3oBaTene MOXET CaMOCTOATENbHO  HacTpouTb  Tabnvuy
cootBeTcTBUM Ana ARP Inspection. CooTBeTCTBYIOLME HACTPOMKM HAXoOAaTCA
B cnepywouwiem pasgene WEB nHtepdenca kommyTartopa:

Security Configure > ARP Inspection > Static Table

Yinformation & Status Static ARP Inspection Table
P Network Admin

» Configure ﬁ
i Delete

YPoE

¥ Advanced Configure [Add Wew Entry ]

oo

=Password
= SSH
sHTTPS
= Port Security Limit
=802.1X
PACL

PDHCP
PIP&MAC Source

wARP Inspection
=Port
Configuration
=VLAN
Configuration

= Dynamic Table
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Port Haxxmute Ha Bbinagatowiee MeHo, 4ToObl BbiOpaTh nopT

VLAN Beibepute VLAN ID ans HacTtpanBaemon VLAN

IP Address | ykaxure IP agpec

MAC Address | yyaxure MAC agpec

Haxmunte Save, 4ToObl COXpaHUTb HACTPOMKMN.
8.8.6 ACL (MpaBuna koHTponsa gocTtyna)

Access Control List mnn ACL — cnucok ynpasneHus AOCTYnom,
KOTOpbIN orpefensieT, KT0 WM 4YTO MOXET nony4aTb AOCTYyn K OObekTy
(nporpamme, npoueccy unu danny), N Kakme UMeHHO onepauun paspeLueHo
MNWU  3anpelieHo  BbINOMHATL  CyObekTy  (monb3oBaTtento,  rpynne
nonb3oBarenem).

8.8.6.1 ACL Port Configure (Hactpoika ACL ans noproB)

HacTtpokn npaBun koHTponss pgoctyna (ACL) Haxopgatcs B
COOTBETCTBYIOLLIEM pasfene:

Security Configure > ACL > Ports

Mo g ACL Ports Configuration @)
¥ Network Admin
*Port Configure TS ~
ok = o [¢ & [ ol [Portl =[O vl [© v [© vl [© v
Port 2 ™
P Advanced Configure . Port 1 & "
1 0| [Permit w Disabled w| [Port 2 = |[Disabled w| |Disabled w| [Disabled w| |Ensbled v 0
~ Security Configure ' —s —W Lny g — —=— .
=Password B ('3 5 ok 1= d B = v
*3SH 2 0| [Pernit w (Disabled | [Port |  [Disabled w| [Disabled w| [Dissbled w| [Enabled sw| 247562
«HTTPS Port 2 ™ ey
Port Securty Limit ) ME - .
:m“ 3 0] Permit » Disabled v} Port 1 Disabled w| Disabled & |Disabled v!' Enabled v| 0
' ! ' Port 2 &
. Dizabled BN
4 0f [Pernit ¥  [Disabled w| |[Port | Dissbled jv| (Dissbled v| |Dissbled | |Ensbled |v| 0
*Rate Limiters 5 Port 2 »~ ‘
List 6 | 0] [Pernit ¥ Dizabled w| [Port 1 Disabled | |Disabled w| |Disabled v| |Ensbled ¥ 0
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Permit — paspewaeT BbibpaHHOMY NOPTY NponyckaTb
OaHHble

Action
Deny — 3anpeluaeT BbIGpaHHOMY NOPTY NponyckaTb
OaHHble
Rate III_Dimiter OrpaHu4nTeNb NPOMYCKHOW CNOCOBGHOCTM NOPTOB.

HacTponkn HaxoaaTcsl B COOTBETCTBYHOLEM pa3fene.

Port Redirect

Bbibop noprta, nakeTsl € KOTOPOro 6yayT nepeHanpasnieHsbl.
3HayeHue no ymonyanuio — Disabled (oTknoueHo)

Mirror

[Mone onpepgensieT napaMeTpbl 3epKanvpoBaHns Ha
HacTpavBaemMom nopTte. [JoCTynHble 3Ha4YeHUs

Enabled — Bkno4yeHo
Disabled — oTkntoueHo

3HayeHue no ymonyanuto — Disabled

Logging

BkntoyeHne/BbIKITlOYEHWE BEAEHUSA XKypHana 3anuceun

Shut Down

Enabled — ecnu naketbl 6yayT nonyyeHbl Ha 3TOM nopTe,
nopT OyOeT BbIKIMHOYEH.

Disabled — nopT He DyaeT BbIKMOYEH NP MOSy4YeHUK
NakeToB..

3Ha4veHune no ymon4danuio — Disabled.

lNpumeyvarue: OaHHas pyHKUuuUss pabomaem, moribKo ecriu
pasmep nakema meHbwe 1518 (6e3 VLAN mazos)

State

Enabled — ans oTkpbITMA NopTa NCMNONbL3YHTCA Npasuna
ACL 3apaHHble nonb3oBaTenem

Disabled — ons 3akpbITUa nopTa UCMNOMb3YyTCH Npasuna
ACL 3apaHHble nonb3oBaTenem

3HayeHune no ymonyaHuio — Enabled

Counter

KonuuyecTBo nakeToB yA0BNEeTBOPSAOLLUX 3a4aHHbIM
npaBunam

Haxmunte Save, 4yTobbl COXpaHUTb HACTPOUKN.




8.8.6.2 Rate Limiter Configuration (HacTtpounka orpaHnuuTtens
NPONYyCKHOW CMNOCOOHOCTU NOPTOB)

Monb3oBatenb mMoxeT HacTpouTb npaBuna ACL gns orpanuuunTens
NMPOMNYCKHOW CrocoBbHOCTM aAnA MOpPTOB B cooTBeTcTBylowem pasgene WEB

WHTepenca KoMmmyTaTopa:

Security Configure > ACL > Rate Limiter

information & Status ACL Rate Limiter Configuration
»Network Admin
[Rate Limiter D] Rate | Unit |

'Mw 4 1 QO W
»PoE 1 1| |pps »
» Advanced Configure 2 1| {pps &
v Security Confi 3 1| |pps v’.
B 4 1| |pps »
= SSH 5 1| |pps
sHTTPS 6 1| |pps »
« Port Security Limit - 1| [opz W8
:ﬁﬂ( 8 1| |pps Vfr
Ports 9 1| |pps »
»Rate Limiters 10 1) [rps 8
= Access Control 1 1| |pps
List 12 1| |pps =
PDHCP 13 1| |pps »

Haxmute Save, 4ToOGbl COXpPaHUTbL HACTPOWKM.
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8.8.6.3 Access Control List Configuration (Hactpoika ACL)

Monb3oBaTenb MoxeT rMbko HacTpouTb ACL B cooTBeTCTByHOLWEM pasgene
WEB nHTepdenca kommyTtatopa:

Security Configure > ACL > Access Control List

¥information & Staturs Access Control List Configuration Auto-refresh [ [Retresh | [Clear | [ Remove 411 |

et G m

*Advanced Configure

* Security Configure
«Password

= Port Security Limit
=802.1X

=Poris

=Rate Limiters

= Access Control
List

YTtobbl 4OGaBUTL N U3MEHUTL 3aNUCh HAXMUTE KHOMKY «+»

8.9 Diagnostics (MHCTpyMEHTbI AMarHOCTUKN U MOHUTOPUHra)

8.9.1 Ping Test (TectupoBaHue coeanHus c nomowbio PING)

PING ato Hebonblion mogynb, KOTopbin B3aumogencTesyetr ¢ ECHO
naketamu ot IP agpeca, KoTopbli NPUHAANEXUT yaaneHHOMY YCTPOMCTBY.

[aHHbIM  MHCTPYMEHT HaxoauTcsi B cooTBeTcTBywowem pasgene WEB
WHTepenca KommyTarTopa:

Diagnostics > Ping
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PInformation & Status ICMP Ping

P Network Admin
Sost IP Address 0.0.0.0
Ping Length |56
»PoE Ping Count 5
» Advanced Configure Ping Interval |1
» Security Configure
Start
»QoS Configure
¥ Diagnostics
=Ping
= Cable Diagnostics
= CPU Load
IP Address IP anpec ynaneHHoro agpecara, KOTopblii Heo6xoaMmo
NnpoOBEpPUTL

Ping Length | Yycno ot 1 go 1452. 3Hauenne no ymonuyaHuio — 56

Ping Count | KonnyecTso otnpasnsiembix PING sanpocos. OT 1 1o 60.

Ping Interval | Yyrepean mexay otnpaskoit PING 3anpocos.

HaxmuTte kHonky «Start», 4Tobbl NPUCTYNUTL K TECTUPOBAHWIO C MOMOLLbIO
Ping
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8.9.2 Cable Diagnostics ([poBepka kabens)

[dnarHocTuka kabens [oOCTynHa TONMbKO Ans MeOHbiX Kabenew,
coBMmectTumbix ¢ 10/100/1000BaseT. WHCTpyMEHT nO3BONMSET OnpeaenunTb
AJIMHY Kabens n ero CoCTosiHME.

Diagnostics > Cable Diagnostics

Yinformation & Status VeriPHY Cable Diagnostics

PNetwork Admin

¥Port Configure [a02

¥Pok (Start]

¥ Advanced Configure

¥ Security Configure

}Qos Configure

1 Open 0 Open 0 Open 0 Open 0
=g 2 0K 6 OK s sl = 0
3 Open 0 Open 0 Open 0 Open 0
ELEdLoe 4 Open 0 Open 0 Open 0 Open 0

HaxmuTe kHonky «Start», 4To6bl NPUCTYNUTL K ANAarHOCTUKE.

8.9.3 CPU Load (3arpyska CPU kommyTaTOpa)

Ha paHHon ctpanHuue WEB wHTepdeinca Haxoautcs rpadmk 3arpysku CPU
KOMMYyTaTopa B pearibHbli MOMEHT BPEMEHM.

Diagnostics > CPU Load

CPU Load Refresh 4

100ms 0% 1sec 0% 10sec 0% (all numbers running average)

75%

50%
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8.10 Maintenance (O6cnyxuBaHue)

8.10.1 Restart Device ([Mepe3arpy3ka koMMyTaTopa)

Ha paHHon ctpaHuue WEB wuHTepdenca HaxoguTcAa WHCTPYMEHT Angd
yaarneHHou nepesarpyskv kKoMmyTtaTtopa.

Maintenance > Restart Device

Yinformation & Status Restart Device
¥ Network Admin

YPort Configure
. Are you sure you want to perform a Restart?
PoE

¥ Advanced Configure
¥ Security Configure
»Qo$ Configure
¥Diagnostics

[~waintenance |
=Restart Device
=Factory Defaults
=Firmware Upgrade
= Firmware Select
»Configuration

Yes — nepesarpyska kKommyTtaTtopa

8.10.2 Factory Defaults (Bo3BpaTt kK 3aBOACKUM HaCTPOMKaM)

Ha paHHon cTtpaHuue WEB wuHTepdenca HaxoguTca WHCTPYMEHT Ang
BO3BpaTa KOMMYyTaTopa K 3aBOJCKMM HACTPOWKaM.

Maintenance > Factory Defaults

Finformation & Status FICtOI'y Defaults

Are you sure you want to reset the configuration to

PPoE Factory Defaults?
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Yes — cObpoc HacTpoek KoMMyTaTopa K 3aBOACKUM.

8.10.3 Firmware Upgrade (O6HOBReHune NpoLInBKHK)

Ha pnaHHon ctpaHuue WEB uHTepdenca HaxoguTcss MHCTPYMEHT Ans
OOHOBIEHMS NPOLUMBKA KOMMYTaTOpa.

Maintenance > Firmware Upgrade

information & Status Software Upload

i | Browse ]| Upload '

*QoS Configure
¥ Diagnostics
¥ Maintenance
= Restart Device

= Factory Defaults

= Firmware Upgrade
» Firmware Select
HaxmuTte Browse, Bbibepute ¢ann ¢ npowmskon. Haxmute Upload, 4To6bI
3arpy3uTb NPOLUMBKY B KOMMYTaTOP.

8.10.4 Firmware Select (Bbi6op TeKyller NpoLLIMBKA KOMMYyTaTopa)
KommyTaTop nosBonsieT BbibpaTb 0AMH M3 2X 0OpasoB TeKyLlen npoLUMBKU
KOMMyTarTopa

Maintenance > Firmware Select
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[nsa Boibopa anbTepHaTUBHOW NPOLUMBKN HaXXmuTe KHonky «Activate Alternate
Image»

Yinformation & Status Software Image Selection
PNetwork Admin
¥Port Configure Image managed
»PoE Version 24GF-4G (standalone) V1.1-ONV-20150401
Date  2015-07-15T14:55:28+08:00
» Advanced Configure
; Image managed bk
»Qos Configure Version 24GF4G (standalone) V1 1-ONV-20150401
Vitsnestics Date  2015-06-11T21:44:05+08:00
¥ Maintenance ( Activate Alternate Image | [ Cancel |
= Restart Device
= Factory Defaults
= Firmware Upgrade
| « Firmware Select |
»Configuration

8.10.5 Configuration (Tekywasn koHcpurypaums)

B naHHOM pasgene cogepXatcsi MHCTPYMEHTbl ANA COXPaHEeHUsi W
3arpysku panna ¢ TekyLen kogurypaumen kommyrartopa

8.10.5.1 Download (CoxpaHeHue hanna c TekyLwen KOHpuUrypaumen
KOMMYyTaTopa)

Maintenance > Configuration > Download

Yinformation & Status Download Configuration

Select configuration file to save.
¥Port Configure

YPoE Please note: running-config may take a while to prepare for download.
»Advanced Configure

» Security Configure © running-config

»Qos Configure O default-config

*Diagnostics [ Download Configuration |

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

=Download
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Boibepute dann ¢ Tekywen KoHdurypaumen (running config) wnm
KoHdurypauuen no ymondaHuio (default config), a 3atem Haxmute KHOMKY
«Download Configuration»

8.10.5.2 Upload Configuration (3arpy3ka cdanna c koHcurypaumen)

Maintenance > Configuration > Upload

information & Status Upload Configuration
File To Upload
»PoE | |[Browse |

> Advanced Configure Destination File

bns Coutgurs [File Namo [ Parameters |

P Diagnostics Upload Configuration

HaxmuTte kHOMKy «Browse», 4ytoObl BbiOpaTh hann ¢ KoHdurypauuen nns
kommyTatopa. Haxmute kHonky «Upload Configuration», 4tobbl 3arpy3utb
dhainn ¢ KOHUrypaumnen B KOMMyTaTop.
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8.10.5.3 Activate Configuration (AktuBauus danna ¢ koHdurypaumen)

Maintenance > Configuration > Activate

Vinformation & Status Activate Configuration
Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connectivity.

YPoE Please note: The activated corfiguration file will not be saved to startup-config automatically

¥ Advanced Configure fle Nam
¥ Securty Contgure

¥Qos Configure (

Activate Configuration ]

=Factory Defaults
»Firmware Upgrade
= Firmware Select

= Download

= Upload

»Delete

[nsa aktmesauumn HaxxmuTe kKHomnky «Activate Configuration»

8.10.5.4 Delete Configuration File (YaaneHue cdanna c kocdurypaumen)

Maintenance > Configuration > Delete

Yinformation & Status Delete Configuration File
*Network Admin

Port Configure
»PoE No files available for deletion.

» Advanced Configure [ Delete Configuration File ]
¥ Security Configure
»Qos Configure
}Diagnostics
¥ Maintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
wConfiguration
= Download

= Upload
= Activate

Onsa ypaneHuss danna ¢ KOHgurypaumen nu3 Kommytatopa HaXKMUTE KHOMKY
«Delete Configuration File»
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BHumaHue

v'  KauyecTBeHHOEe 3a3emMneHue sBnsieTca obs3aTenbHbIM  YCIOBUEM
NOOKIMIOYEHUS.

v'  KaTeropmyecku 3sarnpellaeTcsi KacaTbCsA 3reMeHTOB 6roka nuTaHus,
HaxoAsALLMXCA Mo BbICOKUM HanpsiKeHneM.

9. TexHMYecKne XxapaKTepuUCTUKK™

Mopenb SW-80402/WL
O6Lwee Kon-8o NopToB 6
Kon-so noptos FE+PoE -
Kon-Bo noptoB FE -
Kon-Bo noptos GE+PoE 4

Kon-Bo noptoe GE
(He Combo nopThl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-so noptos SFP
(He Combo nopThl)

2 GE (1000M6uT/c)

MowHocTe PoE Ha oauH nopt

30 Bt
(makc.)
CymmapHasa mowHocTb POE Bcex 120 BT
nopToB (Makc.)
Cranpaptsel PoE S5 G gl
AEp IEEE 802.3at
Meton A

MeTtoa nogayuun PoE

1/2(+), 3/6(-)

BCTpOBHH ble ONTU4eCKne nopTbl

3Be3ga

Tononoruu nogknio4yeHus Kackag
KOMbLO

Bydep naketos 4 Mb

Tabnuubl MAC-agpecos 8 K

[MponyckHasa cnocobHOCTL

KOMMYTaLWUOHHOW MaTpuLUbl 12 [But/c

(Switching fabric)




Mopenb

SW-80402/WL

CkopocTb ob6cnyxneaHus
naketoB (Forwarding rate)

1000 Mbwut/c — 1488,000 nakeTtos/c
100 Mb6uT/c - 148,800 nakeTtos/c
10 M6uT/c- 14,880 naketos/c

Mopnepxka jumbo frame

9 Kb

Pa3mep flash namartu

128 M6

CTaH,D,aprI 1 NMPOTOKOJ1bI

¢ [EEE 802.3 — 10BaseT

¢ |[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

¢ [EEE 802.3z 1000 BaseSX/LX

o IEEE 802.3af Power over Ethernet
(PoE)

o I[EEE 802.3at Power over Ethernet
(PoE+)

e |[EEE 802.3x — Flow Control

¢ [EEE 802.1Q — VLAN

¢ |[EEE 802.1p — Class of Service

¢ |[EEE 802.1D — Spanning Tree

e |[EEE 802.1w — Rapid Spanning Tree

¢ [EEE 802.1s — Multiple Spanning Tree

e [EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

¢ |[EEE 802.1AB — LLDP (Link Layer
Discovery Protocol)

e [EEE 802.1X — Access Control

DyHKUUNK YPOBHA 2

¢ [EEE 802.1D (STP)

o [EEE 802.1w (RSTP)

¢ [EEE 802.1s (MSTP)

oVVLAN / VLAN Group 4K

¢ Tagged Based

e Port-based

¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with
LACP

¢ IGMP Snooping v1/v2/v3

¢ IGMP Static Multicast Addresses

¢ Storm Control

KayecTtBo obcnyxuaHus (QoS)

e 8 oyepenewn / nopt
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Mogenb SW-80402/WL
e Management System User
Name/Password Protection
5 e |[EEE 802.1x Port-based Access
€30MacHOCTb Control
eHTTP & SSL (Secure Web)
¢ SSH v2.0 (Secured Telnet Session)
e YnpasneHue 4yepe3 Web-uHtepdenc
YnpasneHue L
e Telnet
e SNMP
v PWR1,
v PWR2,
NHankaTopbl v'  SYS,
v" Link
v" PoE
po3o3awuTa 6 kV
MuTtanne AC 195-265V /50 'y,
OHepronoTpebneHne <125 Bt
Tepmoctabunusaums / Het / KoHBekuynoHHoe (6e3
OxnaxpgeHue BEHTUNAITOPA)
Knacc 3awmutbl IP66
Paamepsb! (LLUxBxI™) (Mm) 300x230x111
Cnocob MmoHTaxa Ha CTEHY, Ha onopy
Pabo4asa Temneparypa -40...+50 °C

* I'Ipomssonmenb nMMeeT rnpaBo UAIMEeHATb TEXHNYECKNE XapaKTepPpUCTUKA
nagenust n komnnekrauuw 6es npegBapuvTeribHOro yeeaomJrieHusA.

10. MapaHTUA

MapaHTMss Ha Bce obopynoBaHne OSNOVO - 60 mecsueB ¢ aarhbl
NpoaaXu, 3a UCKIMYEeHUEeM akKyMynsaTopHbIX 6atapein, rapaHTUWAHbLIA CPoK - 12
MecsALeB.

B TeyeHve rapaHTMMHOrO cpoka BbINOMHAETCHA GecnnaTHbI PEMOHT,
BKIIIOYas 3an4acTu, Unu aaMmeHa u3genuu npu HeBO3MOXHOCTU UX PEMOHTA.

MogpobHas nHdopmaunsa o6 ycrnoBusix rapaHTUNHOIO 00CNyXnBaHWs
Haxo4uTCH Ha carnTe WWW.0Snovo.ru

Coctasun: EnarvH C.A.
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11. NMpunoxeHune A «NabapuTtHble pasmepbl YIIMYHOIO
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12. NMpunoxeHune b «HacTeHHbIe KpenneHus»

[ns moHTaxa YINU4YHbIX KOMMYTAaTOpOB Ha CTeHax, onopax, nogpecax u 1.4
NMPUMEHAKTCA HACTEHHbIE KpernJieHnA (npn06peTa|0Tc;| omeano).

—
A

[lna MOHTaxa ynMYHOro KOMMyTaTopa Ha CTEHY UMK onopy:

1. PacnakoBaTb KpensneHus.

2. Pacnonoxutb KOpryc Ha TBepAOW pOBHOW MMOBEPXHOCTU, MPUMNOXUTb
MNaHkn KpenneHud K 3afHen CTeHKe koprnyca Tak, 4YToObl CKBO3HblEe
KpenexHble OTBEpPCTUS kopnyca coBnaganu G OTBEPCTUAMMU,

npoceeprieHHbIMK 0114 3TOM Lenn B nnaHkKax
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3. MNpukpenuTb NnNaHku K kopnycy 6ontamu M4, ucnonbsysa wanbbl 1 ranku
(MMeloTCs B KOMMMEKTE)  MPUKPENUTbL  MMIAaHKA K KOPMyCY YIUYHOrO

KoMMyTaTopa.

4. MNnaHkn obecneynBaldT BO3MOXHOCTb KPEMNMEeHUsi YNIMYHOro KoMMyTaTtopa
Ha CTEeHy W [pyrMe nrockue nosBepxHocTn. [ns kpenneHusa Ha cT1ond
NPUCOEAUHUTL K MfaHKaMm KpenexHble 3ybyatblie 3neMeHTbl TPeyrosfibHOW

dopMbI (KpeneXHble 3reMeHTbl BABUralTCA BHYTPb MMaHoK).

5. OTpesaB Kycok nepopupoBaHHOM MeTanIM4eckon neHTbl (MMeeTcs B
KOMMIIEKTEe), UCNOMb3YysA NEHTY, YKPENUTb KOPMyc YNMYHOro KOMMyTaropa Ha

ctonbe unu onope, 3aTAHYTb BUHTAMW.
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